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*■      DSL  is  meeting  its  goal  of  suppressing  95  percent  of  wildland 
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Introduction 


Our  performance  audit  focused  on  the  Fire  Management 
Program  administered  by  the  Fire  Management  Bureau,  Forestry 
Division,  Department  of  State  Lands  (DSL).  The  objectives  of 
the  audit  included  determining  if  fire  coordination  and 
suppression  activities  operated  as  described,  fire  fighters  were 
adequately  trained,  administrative  and  internal  controls  over  the 
program  operated  as  described,  and  management  information 
used  in  planning  and  decision  making  was  reliable.  To  gather 
information  concerning  these  issues  we  attended  a  basic  fire 
fighting  course,  observed  fire  suppression  activities,  and  visited 
land  and  unit  offices  and  the  division  office  in  Missoula. 


Overall  we  believe  the  Fire  Management  Program  is  operating  as 
described.   We  found  the  programs  administered  by  the  bureau, 
and  implemented  by  staff  in  the  Field  Operations  Division, 
provide  for  active  fire  protection  on  the  wildlands  in  Montana. 
The  department  follows  national  standards  and  guidelines 
pertaining  to  training,  experience,  and  physical  fitness 
requirements  of  personnel  who  fight  fires. 


Fire  Management 
Program 


The  legislature  created  the  Office  of  the  State  Forester  in  1909. 
Under  the  direction  of  the  Board  of  Land  Commissioners,  the 
State  Forester  has  general  charge  of  the  timberlands  of  the  state. 
One  of  the  Forester's  duties  is  to  take  any  necessary  action 
within  the  bounds  of  state  law  to  prevent  and  extinguish  forest, 
brush,  and  grass  fires.   In  1977  the  legislature  directed  the  State 
Forester  to  establish  and  maintain  forest  fire  control  training 
programs. 


DSL  directly  protects  4,988,799  acres  of  school  trust  land, 
private  forested  land,  and  federal  land.  The  department  assists 
local  governments  in  protecting  state  and  private  land.  The 
department  protects  private  forested  land  from  wildfire  if  the 
landowner  pays  for  protection.  The  department  has  entered  into 
an  agreement  with  the  United  State  Forest  Service  (USFS) 
whereby  the  state  protects  some  federal  land,  and  federal 
agencies  protect  designated  portions  of  school  trust  and  private 
land.  Within  certain  areas  DSL  also  cooperates  with  counties  in 
protection  of  state  and  private  land  not  protected  by  another 
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entity.   A  total  of  52,172,439  acres  are  protected  by  the  different 
entities. 

The  Fire  Management  Program  is  funded  from  General,  State 
Special  Revenue,  and  Federal  Special  Revenue  Fund  moneys. 
State  Special  Revenue  funds  are  generated  from  assessments  to 
private  landowners  for  fire  protection. 


Fire  Protection 
Activities 


During  our  audit  of  the  Fire  Management  Program  we  deter- 
mined fire  coordination  and  suppression  activities,  and 
administrative  and  internal  controls  over  the  fire  program,  were 
operating  as  described.  There  is  coordination  between  federal, 
local  government  (city  and  county;  paid  and  volunteer),  and  state 
personnel  when  dispatching  resources  (personnel  and  equipment) 
and  suppressing  fires.  DSL  follows  a  nationally  accepted 
organizational  structure  during  the  suppression  of  fires.   Plans 
are  established,  and  criteria  followed,  to  allow  staff  to  respond  to 
fires  in  a  specific  manner.   Pre-  and  post-season  reviews,  fire 
reports,  and  narratives  provide  necessary  information  to  allow 
management  to  make  needed  changes  in  fire  suppression 
activities. 


In  conjunction  with  our  review  of  protection  activities,  we  also 
reviewed  procedures  followed  by  field  and  bureau  staff  for 
billing  individuals  for  fire  suppression  costs,  and  purchasing  of 
supplies  during  fire  suppression  efforts.   We  found  procedures 
followed  by  staff  provide  accurate  cost  figures  for  billing 
individuals  for  fire  suppression  costs.   We  also  found  emergency 
purchases  during  fire  suppression  situations  were  made  in 
accordance  with  the  Administrative  Rules  of  Montana  (ARMs), 
appropriate  approvals  were  obtained,  and  additional  purchases 
not  needed  for  the  emergency  were  not  added  to  the  order.   Our 
review  of  rates  paid  for  contracted  fire  suppression  equipment 
obtained  during  fire  suppression  situations  indicated  rates  were 
cost  effective. 

Our  examination  of  DSL's  use  of  aircraft  obtained  under  the 
Federal  Excess  Personal  Property  (FEPP)  program  showed  the 
aircraft  were  used  at  least  90  percent  of  the  time  for  fire  patrol 
or  suppression  activities,  as  required  by  federal  regulations.   We 
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also  determined  state  operated  aircraft  cost  less  to  use  than 
contracted  aircraft  and  pilots. 


Need  for  Safety  Training 


Training  of  fire  fighters  is  an  essential  component  of  DSL's 
responsibility  for  fire  management.   Training  helps  ensure  fire 
fighters  are  effective  in  extinguishing  fires  while  remaining  safe. 
Our  survey  of  permanent  personnel  indicated  some  safety  areas 
appear  to  be  stressed  in  training  but  are  not  actually  followed  on 
fires.  Adequate  rest  was  listed  as  not  being  followed  18  percent 
of  the  time.  Our  survey  of  seasonal  personnel  indicated  one  of 
the  areas  with  the  most  problems  was  adequate  rest.   Fifty-two 
percent  (32  of  61)  of  the  seasonal  respondents  indicated  a 
problem  in  this  area. 


Comments  from  the  permanent  personnel  survey  indicated  some 
mid-  and  upper-level  staff  have  not  received  survival  training, 
and  therefore  may  not  be  completely  aware  of  the  importance  of 
adequate  rest.  The  Forestry  Division's  fire  training  officer 
indicated  there  are  a  large  number  of  people  in  field  offices  and 
in  the  division  who  have  not  received  the  training.  We  believe 
the  department  should  ensure  fire  personnel  are  trained  in  all 
areas  of  fire  safety. 


Assessment  Needed  of 
Assigning  Personnel  to 
Fire  Training  Courses 


Our  survey  of  permanent  personnel  indicated  a  need  for  the 
department  to  analyze  who  should  receive  fire  fighting  training 
and  what  training  they  should  receive.   Personnel  indicated  fire 
training  is  sometimes  provided  to  people  who  will  not  be  able  to 
utilize  the  training  due  to  other  job  duties.  Comments  on  the 
questionnaire  indicated  resources  were  used  to  train  people  who 
could  not  accept  an  assignment  on  a  fire  because  of  various  other 
priorities  at  the  land,  unit,  or  division  office. 


Until  recently,  an  assessment  of  who  should  receive  training  and 
the  type  of  training  required  had  not  been  completed.   Analyzing 
training  needs  was  an  objective  in  the  fiscal  year  1991-92 
workplan  of  the  Forestry  Division's  fire  training  officer.   We 
believe  the  Fire  Management  Bureau  and  Field  Operations 
Division  should  complete  a  needs  analysis  to  provide  appropriate 
fire  training  to  personnel  available  for  fighting  fires. 
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Documentation  of  Fire 
Fighting  Training 
Qualifications 


During  our  audit  we  found  DSL  does  not  have  any  policies 
requiring  retention  of  training  documentation  of  seasonal  and 
local  government  fire  fighters.   We  also  found  documentation  of 
wildland  training  received  by  seasonal  and  local  government  fire 
fighters  which  is  retained  is  not  consistent  between  field  offices. 

Adequate  training  records  are  needed  to  ensure  people  are 
assigned  to  fire  fighting  positions  for  which  they  are  qualified, 
and  pay  rates  are  appropriate  for  local  government  fire  fighting 
personnel  helping  DSL  suppress  a  fire.   Documentation  also 
ensures  the  person  received  adequate  training  to  protect  the 
person  from  injury. 

The  bureau  should  develop  policies  and  a  standard  format  for 
documenting  training  received  by  fire  fighters.   The  bureau 
should  then  provide  formal  guidance  to  land  and  unit  offices 
concerning  documentation  requirements. 


Controls  Over 
Microcomputers 


We  believe  DSL's  Data  Processing  Management  Group  should 
take  an  active  role  over  microcomputer  use.   Although  DSL  has  a 
policy  manual  which  discusses  most  microcomputer  controls,  we 
determined  several  Forestry  Division  and  Field  Operations 
Division  microcomputer  users  are  unaware  of  and/or  have  not 
implemented  the  department's  microcomputer  policies.  This 
resulted  in  unclear  lines  of  authority;  incomplete  software 
inventories  to  control  assets;  lack  of  enforcement  of  security 
measures  over  access  to  application  programs,  software  and  data; 
and  informal  disaster  recovery  procedures. 

We  believe  the  Data  Processing  Management  Group  could  update 
the  Information  Processing  Policy  manual  to  include  all  controls 
over  microcomputers.  The  Group  needs  to  communicate  and 
implement  policies  and  procedures  within  Forestry  Division  and 
Field  Operations  Division. 
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Mainframe  General 
Security  and  Environ- 
mental Controls 


Security  and  environmental  controls  provide  protection  against 
accidental  loss  or  destruction  of  records  and  ensure  continuous 
operation  of  the  function.   We  found  there  is  no  documented 
disaster  recovery  plan  for  the  Fire  Assessment  computer 
application.   Although  the  division  has  informal  procedures,  the 
Forestry  Division  does  not  have  a  documented  disaster  recovery 
plan  which  addresses  how  the  division  would  recover  and  process 
assessment  data  in  the  event  the  mainframe  computer  application 
was  unable  to  process. 


We  believe  DSL  should  document  and  test  backup  and  recovery 
operations  for  the  mainframe  computer  Fire  Assessment 
application. 


Mainfi:ame  Access 
Controls 


The  Information  Services  Division  (ISD),  Department  of 
Administration,  provides  software  called  Access  Control 
Facility-2  (ACF2)  for  the  protection  of  data  stored  on  the 
central  mainframe  computer.   Agency  security  officers  are 
required  to  write  rules  using  ACF2  to  designate  who  is  permitted 
to  access  which  datasets  and  records,  and  who  uses  specific 
billing  numbers. 


We  determined  the  department's  ACF2  security  rule  does  not 
limit  access  to  only  those  DSL  employees  required  to  use  the  Fire 
Assessment  application  to  perform  their  job  duties.  The  rule 
does  not  prevent  unauthorized  use  of  the  billing  account  number 
and  does  not  record  access  to  the  Fire  Assessment  mainframe 
computer  application  by  DSL  employees. 

We  believe  the  Centralized  Services  Division,  DSL,  should 
implement  procedures  to  ensure  access  to  the  Fire  Assessment 
application  and  data,  and  billing  account  number  are  limited  to 
authorized  individuals,  logon  activity  is  recorded,  and  a  Fire 
Management  Bureau  official  reviews  the  ACF2  record. 
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Use  of  Passwords 


Fire  Management  Program  officials  access  the  mainframe  Fire 
Assessment  application  through  a  personal  computer.  Officials 
access  the  mainframe  by  entering  a  mainframe  user  identifica- 
tion number,  account  number,  and  password. 


We  found  the  mainframe  password  written  in  the  Fire 
Assessment  application  user  manual.   Passwords  which  are 
readily  available  could  allow  an  unauthorized  person  to  gain 
access  to  the  Fire  Assessment  application.   We  believe  the 
Forestry  Division  should  implement  procedures  to  ensure 
security  over  passwords. 
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Introduction 


The  Legislative  Audit  Committee  requested  a  performance  audit 
of  the  Forestry  Division,  Department  of  State  Lands  (DSL).   This 
audit  presents  information  and  recommendations  pertaining  to 
the  Fire  Management  Program  administered  by  the  Fire  Man- 
agement Bureau  within  the  Forestry  Division.   We  are  also 
issuing  reports  concerning  Management  of  Forested  Trust  Land 
(91P-36),  and  the  Forestry  Equipment  Program  (91P-35). 


Audit  Objectives 


The  objectives  of  this  performance  audit  were  to  determine  if: 

1.        Fire  coordination  and  suppression  activities  are  operating 
as  described. 


2.  Fire  fighters  are  adequately  trained  and  controls  are  in 
place  to  ensure  fire  fighters  only  perform  duties  for  which 
they  are  trained. 

3.  Management  information  used  in  planning  and  decision 
making  is  reliable. 

4.  Purchases  made  while  suppressing  fires  are  cost  effective. 

5.  State-owned  and  operated  aircraft  are:  1)  less  expensive  to 
operate  than  contracted  aircraft  and  pilots;  and  2)  used  in 
accordance  with  regulations  established  for  Federal  Excess 
Personal  Property. 

6.  Administrative  and  internal  controls  over  the  Fire  Manage- 
ment Program  are  operating  as  described. 

7.  Procedures  for  writing  bid  specifications  for  equipment, 
particularly  chainsaws,  allow  for  purchases  of  equipment 
which  meet  employee  needs. 

8.  General  controls  over  microcomputers  are  implemented 
and  effective. 

9.  The  landowner  assessment  computer  program  accurately 
calculates  the  amount  of  money  due  from  each  landowner. 

10.  The  Fire  Management  Program  is  in  compliance  with 
applicable  state  laws,  administrative  rules,  and  state 
polices. 
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Audit  Scope  and  Meth- 
odology 


The  audit  was  conducted  in  accordance  with  government  audit- 
ing standards  for  performance  audits.   Our  preliminary  review  of 
the  Fire  Management  Program  indicated  the  greatest  risk  was  in 
the  fire  protection  function.   Accordingly,  the  audit  focused 
primarily  on  Fire  Management  Program  activities  in  those  areas 
where  the  department  has  direct  responsibility  for  fire  protec- 
tion. The  Fire  Management  Program  also  includes  prevention 
and  prescribed  fire  activities.   We  did  not  review  these  areas 
during  this  audit. 

We  visited  interagency  dispatch  centers  located  in  Kalispell, 
Libby,  Helena,  Dillon,  and  Missoula  during  fire  activity  to 
determine  whether  interagency  cooperation  functioned  as 
described.   We  accompanied  fire  suppression  personnel  to  fires 
and  fire  camps  to  ensure  fire  management  procedures  and  guide- 
lines established  by  the  bureau  are  followed. 

We  attended  the  basic  fire  fighting  training  which  all  DSL 
seasonal  fire  fighters  are  required  to  attend.   We  determined  the 
content  of  the  individual  topics  covered  in  the  course,  how 
attenders  responded  to  the  training,  and  how  well  instructors 
worked  with  trainees. 

We  conducted  a  survey  of  county  fire  wardens,  and  permanent, 
seasonal  and  local  government  fire  fighting  personnel  to  deter- 
mine whether  DSL  trains  people  to  perform  fire  duties  needed  to 
carry  out  necessary  responsibilities.   We  also  determined  whether 
DSL  uses  only  trained  fire  fighters.   We  did  this  by  tracing 
names  of  a  sample  of  fire  fighters  to  training  records  to  ensure 
each  fire  fighter  completed  training  requirements. 

We  reviewed  management  planning  and  control  systems  for  the 
Fire  Management  Program  to  determine  if  controls  over  the  fire 
program  operated  as  described.   Pre-season  reviews  were 
attended  to  observe  communication  between  unit  and  bureau 
personnel,  and  use  of  the  pre-season  checklist  and  needs  listing. 
We  attended  post-season  reviews,  and  examined  a  sample  of 
post-season  review  write-ups,  to  ensure  reviews  were  conducted 
and  useful  to  fire  personnel. 
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We  reviewed  unit/land  office  procedures  for  determining  cost  of 
fires.   We  determined  whether  fire  costing  procedures  at  the 
unit/land  office  level  provide  an  accurate  cost  figure  for  billable 
fires. 

Costs  of  state-owned  aircraft  and  state-employed  pilots  were 
compared  to  costs  of  contracting  for  aircraft  and  pilots.   We 
determined  the  most  cost  effective  method  of  supplying  aircraft 
and  pilots  to  land  offices  for  use  in  detection  and  suppression  of 
fires.   We  also  reviewed  usage  records  of  aircraft  obtained 
through  the  Federal  Excess  Personal  Property  program  to  ensure 
DSL  was  in  compliance  with  applicable  regulations. 

We  reviewed  procedures  for  purchasing  supplies  during  fire 
suppression  activities.   We  compared  costs  of  equipment  rentals 
to  national  standards  to  ensure  rentals  are  cost  effective.   Docu- 
mentation of  purchase  orders  was  reviewed  to  ensure  purchases 
were  made  in  accordance  with  Administrative  Rules  of  Montana 
(ARMs),  appropriate  approvals  were  obtained,  and  purchases  not 
needed  for  emergencies  were  not  added  to  orders. 

We  interviewed  bureau  and  field  office  personnel  to  determine 
procedures  for  writing  specifications  for  equipment  purchased 
through  the  competitive  bid  process.   We  ensured  procedures 
allowed  for  specifications  which  resulted  in  purchases  of  equip- 
ment which  meet  employee  needs. 

We  reviewed  other  management  controls,  such  as  job  descrip- 
tions and  the  yearly  process  for  establishment  of  goals  and 
objectives,  to  ensure  management  controls  were  functioning.   We 
compared  job  descriptions  of  a  sample  of  Fire  Management 
Program  personnel  to  functions  actually  performed  by  the  people 
to  ensure  job  descriptions  are  accurate.   We  interviewed  Fire 
Management  Program  personnel  to  obtain  their  comments  on  the 
usefulness  of  the  yearly  process  for  establishing  goals  and 
objectives. 

We  reviewed  controls  over  microcomputers  used  by  Forestry 
Division  and  land  office  staff  to  determine  if  controls  were  in 
place  and  effective.   We  interviewed  staff  and  reviewed  docu- 
ments to  ensure  policies  discussing  such  things  as  disaster 
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recovery  plans,  backup  of  programs  and  data,  development  and 
documentation  of  applications,  and  software  inventories  were 
communicated  to  staff  and  implemented. 

We  tested  selected  electronic  data  processing  (EDP)  general 
controls  over  the  mainframe  computer  that  are  not  covered  in 
the  Office  of  the  Legislative  Auditor's  annual  central  review  of 
the  mainframe.   We  interviewed  staff  and  reviewed  policies 
concerning  backup  of  programs  and  data,  access,  and  develop- 
ment controls  pertaining  to  the  Fire  Assessment  database 
program. 

We  also  reviewed  application  controls  over  the  Fire  Assessment 
application  on  the  mainframe  and  a  personal  computer.   The  Fire 
Assessment  computer  application  collects  and  stores  information 
used  to  bill  landowners  for  fire  protection.  Controls  were  tested 
to  ensure  the  program  accurately  calculates  the  amount  of  money 
due  from  each  landowner. 

We  also  conducted  tests  to  verify  information  compiled  by  the 
Fire  Statistics  application.  This  application  generates  statistics 
which  are  used  by  the  department  to  establish  goals  and  assess 
field  office  operations.   We  compared  information  generated  by 
the  application  to  original  source  documents. 


Compliance 


As  part  of  the  audit  we  examined  compliance  with  state  statutes 
and  administrative  rules  relating  to  the  Fire  Management  Pro- 
gram. The  statutes  included: 

protecting  natural  resources  from  fire, 
preparing  an  annual  fire  protection  cost  plan, 
depositing  fire  assessment  revenue  in  a  state  special 
revenue  account, 
appointing  fire  wardens. 

We  found  the  program  to  be  in  compliance  with  applicable  laws. 
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Management  Memoran-  During  the  course  of  the  audit,  we  sent  management  memoran- 

dums Sent  to  the  dums  to  the  Department  of  State  Lands  addressing  the  following 

Department  areas: 

requesting  landowners  to  report  to  the  Forestry  Division 
any  errors  in  fire  assessment  amounts  received  by  the 
landowner. 

storing  Centralized  Services  Division  backup  software  and 
data  in  secured  onsite  and  offsite  storage  areas  in  accor- 
dance with  DSL  policy. 

preparing  written  specifications  for  application  develop- 
ment services. 

maintaining  documentation  showing  conversion  of  truck 
mileage  to  hours  of  usage  in  suppressing  fires,  the  costs  of 
which  are  subsequently  billed  to  the  party  responsible  for 
starting  the  fire. 

establishing  procedures  to  help  identify  and  communicate 
equipment  needs  and  concerns  between  field  staff  and 
DSL's  purchasing  function. 

assigning  personnel  to  fires  as  trainees  to  allow  people  to 
become  qualified  for  positions  under  the  Incident 
Command  System  structure  in  which  people  received 
training. 
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Introdaction 


The  legislature  created  the  Office  of  the  State  Forester  in  1909. 
Under  the  direction  of  the  Board  of  Land  Commissioners,  the 
State  Forester  has  general  charge  of  the  timberlands  of  the  state. 
One  of  the  Forester's  duties  is  to  take  any  necessary  action 
within  the  bounds  of  state  law  to  prevent  and  extinguish  forest, 
brush,  and  grass  fires.   In  1977  the  legislature  directed  the  State 
Forester  to  establish  and  maintain  forest  fire  control  training 
programs  for  state  fire  fighters  and  other  persons  requiring 
training  (section  77-5-103,  MCA). 


The  Office  of  the  State  Forester  became  the  Forestry  Division 
under  the  Department  of  Natural  Resources  and  Conservation  in 
1971.   In  1981  the  function  was  transferred  to  the  Department  of 
State  Lands.  The  State  Forester  is  currently  the  administrator  of 
the  Forestry  Division. 

The  Forestry  and  Field  Operations  Divisions,  Department  of 
State  Lands  (DSL),  have  management  responsibility  for  forested 
school  trust  lands,  under  the  general  direction  of  the  Board  of 
Land  Commissioners.  The  overall  responsibilities  of  the  two 
divisions  are  to  provide  surface  management  on  all  school  trust 
land  and  provide  fire  protection  on  all  private  and  state  land. 


Acres  Protected  by  DSL 


DSL  directly  protects  4,988,799  acres  of  school  trust  land, 
private  forested  land,  and  federal  land.  The  department  assists 
local  governments  in  protecting  state  and  private  land.   The 
department  protects  private  forested  land  from  wildfire  if  the 
landowner  pays  for  protection.  The  department  has  entered  an 
agreement  with  the  United  States  Forest  Service  (USFS)  whereby 
the  state  protects  some  federal  land,  and  federal  agencies  protect 
designated  portions  of  school  trust  and  private  land.   Within 
certain  areas  DSL  also  cooperates  with  counties  in  protection  of 
state  and  private  land  not  protected  by  another  entity. 


A  total  of  52,172,439  acres  are  protected  by  the  different 
entities.  The  following  table  details  the  acreage  protected  by 
each  entity. 
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Table  1 

SuMary  of  Land  Protected  ircm 

Ui 

Idfires 

(As  of  1992} 

Land  Protected  by  DSL 
Ownership 
Federal  land 
State  and  private  land 

Acres 
3,344,257 

Land  Protected  by  Federal  Agencies 
Ownership 
State  and  private  land 

1,828,997 

State/County  Cooperative  Protection 
Ownership 
State  and  private  land 

45,354,643 

Total  State  and  Private  Land  Protected 

ds 

50,527,897 
52.172.439 

Total  Land  Protected 

Source:    Department  of  State  Lands'  recor 

Protection  of  Private  Land 


State  law  requires  private  landowners  of  classified  forest  land  to 
be  responsible  for  protecting  their  land  from  fire  and  suppress- 
ing fires  which  do  occur.   Classified  forest  land  for  fire  purposes 
includes  grassland  and  agricultural  areas  when  contiguous  with, 
and  no  further  than  one  half  mile  from,  forest  land.   There  are 
1 1,685,424  acres  of  private  classified  forest  land  in  Montana. 


The  laws  state  the  department  may  provide  protection  if  the 
landowner  does  not,  or  if  the  landowner  requests  it.   Private 
landowners  may  establish  forest  fire  districts  or  affidavit  units. 
A  forest  fire  district  is  formed  by  a  vote  of  the  landowners  in 
the  proposed  district.  The  Board  of  Land  Commissioners  must 
then  approve  the  request.   After  board  approval,  all  landowners 
in  the  district  are  required  to  pay  a  fee  for  fire  protection.   Most 
of  western  Montana  is  in  established  forest  fire  districts.   There 
are  29  forest  fire  protection  districts,  primarily  in  western 
Montana. 
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In  affidavit  units,  DSL  only  protects  the  land  of  people  who 
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forest  fire  district.  There  are  12  Montana  forest  fire  protection 
affidavit  units. 

If  DSL  fights  a  fire  in  an  unprotected  area,  the  department  can 
bill  the  landowner  the  cost  to  suppress  the  fire.   If  there  is  proof 
of  negligence  the  department  can  bill  a  landowner  in  a  forest  fire 
district  or  affidavit  unit  for  the  entire  cost  of  fighting  the  fire. 


Federal  Offset  Program 


In  1983  the  state  contracted  with  the  USPS  to  protect  approxi- 
mately 280,000  acres  of  USPS  lands,  while  the  USPS  contracted 
with  the  state  to  protect  approximately  2.2  million  acres  of  state 
and  private  land.  This  created  an  imbalance  of  1.92  million 
acres  between  the  two  agencies.   In  fiscal  year  1983-84  the  state 
expanded  the  fire  protection  program  to  offset  an  increase  in  the 
assessment  charged  by  the  federal  government.   The  USPS 
requested  full  reimbursement  of  their  fire  protection  costs  for 
2.2  million  acres  of  school  trust  and  private  land.  The  amount  to 
be  charged  would  increase  about  $.50  per  acre.   Upon  legislative 
approval,  the  department  entered  into  a  program  to  reduce  the 
1.9  million  acre  imbalance  with  the  USPS  over  a  ten  year  period. 
Approximately  400,000  acres  per  biennium  were  removed  from 
the  USPS  contract  and  protection  assumed  by  the  state.  The 
following  table  shows  the  number  of  additional  acres  assumed  by 
the  state  in  each  biennium. 


Table 

2 

Additional 

Acres  Assuned  bv  DSL 

Bienniun 

Acreage          1 

1985 

355 

000 

1987 

395 

000 

1989 

413 

492 

1991 

636 

000 

1993 

58 

000 

Total  Acreage 
Source:    Department  of  State 

Lands' 

1,857 

492 

records 
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County  Cooperative 
Program 


A  county  enters  the  State-County  Cooperative  Fire  Protection 
Program  upon  acceptance  by  the  legislature  and  DSL  approval  of 
a  fire  plan.  The  program  is  designed  to  provide  the  basic  level 
of  wildland  fire  protection  to  all  state  and  privately  owned  land 
in  the  county  that  is  not  protected  by  any  other  organization. 


The  state-county  cooperative  program  currently  includes  52 
counties  and  covers  45,354,643  acres  of  state  and  private  land. 
The  program  began  in  1967  with  the  entrance  of  Meagher 
County  and  was  brought  to  its  present  level  when  the  1991 
Legislature  approved  Lake,  Lincoln,  and  Sanders  counties. 
Missoula,  Mineral,  Granite,  and  Powell  counties  plan  to  request 
entrance  into  the  program  during  the  1993  Legislative  Session. 

Each  county  must  appoint  a  county  fire  warden  (County  Fire 
Chief)  to  coordinate  between  county  fire  departments  and  the 
state. 


Fire  Activity  in 
Montana 


The  Fire  Management  Bureau  maintains  information  concerning 
fires  fought  by  DSL  personnel  in  Montana.   Information  includes 
number  of  fires,  size  of  each  fire,  cost  of  fires,  date  fires 
occurred,  and  how  each  fire  started.   The  information  is  used  by 
unit  and  land  offices  to  prepare  yearly  fire  prevention  and  pre- 
attack  plans.   Bureau  and  field  office  management  also  use  the 
information  to  determine  any  trends.   Through  fire  statistics, 
fire  management  personnel  are  able  to  determine  whether  they 
are  meeting  their  goal  of  suppressing  95  percent  of  the  fires  at 
10  acres  or  less. 


The  following  sections  provide  information  concerning  number 
of  acres  burned,  cost  of  fires,  and  cause  and  size  of  fires  from 
calendar  year  1981  through  1991.  Fire  costs  include  personnel 
and  equipment  costs.  Department  officials  made  a  decision  to 
not  include  costs  attributable  to  capital  depreciation  of  equip- 
ment in  the  cost  of  suppressing  fires,  but  costs  do  include  such 
things  as  gas  and  any  vehicle  repair  and  maintenance  needed  as  a 
result  of  using  the  vehicle  to  suppress  the  fire. 
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Cause  of  Fires 


DSL  categorizes  fires  into  three  main  causes  -  lightning  caused, 
person  caused,  and  false  alarms.   From  1981  through  1991  there 
were  4,051  fires  on  DSL's  direct  protection  land.   Lightning 
caused  1,764  fires,  people  caused  1,831  fires,  and  there  were  456 
false  alarms.  DSL  includes  false  alarms  in  their  fire  statistics 
since  employees  must  respond  to  the  call,  thereby  incurring 
personnel  and  operating  expenses.   The  following  figure  shows 
the  number  of  fires,  by  category,  to  which  DSL  responded  from 
1981  through  1991. 


Figure  1 

Mmfcer  of  Fires  by  Category 

State  Direct  Protection  Land 

(1981  through  1991) 


600 


1981  1982  1983  1984  1985  1986  1987  1988  1989  1990  1991 

M  Person  Caused  ^  Lightning  Caused  HI  False  Alarm 

Sourc*:   CompllMl  by  th*  Offic*  of  th*  Laglslativ*  Auditor  from 
DcpartnMiil  o(  Stat*  Land**  racorda. 


The  number  of  fires  suppressed  by  DSL  has  increased  since  1983 
primarily  because  DSL  has  become  responsible  for  fire  suppres- 
sion on  more  land  since  that  time. 

The  majority  of  acres  burned  from  1981  through  1991  resulted 
from  fires  caused  by  humans.  The  following  table  shows  the 
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number  of  acres  burned  from  1981  through  1991  by  cause  of  the 
fire,  and  the  cost  to  suppress  those  fires. 


Table   3 

Himber  of 

Acres 

Burned  bv  Cause  of  Fire  and 

Fire  S(xx>ression 

Costs 

(1981   throu*  1991) 

Total 

Year 
1981 

Acres  Burned  bv  Cause 

Acres 
Burned 

Cost  of 
Suppression 
$       822,158 

Lightning 
295.50 

Human 

372.30 

667.80 

1982 

33.10 

120.70 

153.80 

84,541 

1983 

16,140.00 

3,184.00 

19,324.00 

745,360 

1984 

24,418.20 

211,734.50 

236,152.70 

1,735,610* 

1985 

2,596.80 

2,398.90 

4,995.70 

3,474,334 

1986 

3,509.99 

664.60 

4,173.60 

415,828 

1987 

164.50 

4,029.20 

4,193.70 

963,113 

1988 

53,260.70 

6,297.90 

59,558.60 

7,223,495 

1989 

1,475.70 

1,100.30 

2,576.00 

423,235 

1990 

120.45 

33,283.30 

33,403.75 

1,619,966 

1991 

124.57 

9.961.15 

10,085.72 

3.964.610 

Total 
*         Under 

102.138.51 

gency 

273.146.85 

DSL 

375.285.37 

,887, 

$21,472,250 

the   Federal    Emer 

Management   Act    (FEHA), 

was    reimbursed  $4 

691    of    suppression 

costs. 

The  cost  of  suppress 

on  excludes  the  amount 

reimbursed. 

Source: 

Department  of 

state 

Lands'    records 

Size  of  Fires  DSL  has  six  different  categories  for  size  of  fires  when  determin- 

ing suppression  costs.  The  number  of  acres  burned  determines 
the  category  in  which  the  fire  is  placed.  Of  the  3,595  fires  from 
1981  through  1991,  3,411  fires  (95  percent)  were  suppressed 
before  10  acres  burned.   The  majority  of  the  remaining  184  fires 
burned  10  to  99.9  acres.  The  following  table  shows  the  number 
of  different  size  fires  suppressed  from  1981  through  1991  by 
cause  and  cost  of  suppression. 
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Table  4 

state  Direct  Protection  Land 
(1981  throi«h  1991) 

Suvressed 

Size  of  Fire 
less  than  10  acres 
10  to  99.9  acres 
100  to  299.9  acres 
300  to  999.9  acres 
1,000  to  4999.9  acres 
5,000  and  larger 

Number  of 
Fires  by  Cause 

Cost  of 
Suppression 
$4,186,336 
$2,930,538 
$  561,715 
$1,156,536 
$4,524,575 
$8,112,554* 

Average 
Cost  Per  Fire 
$  1,227 
$  25,483 
$  31,206 
$  57,827 
$238,136 
$676,046 

Person    Lightning    Acres  Burned 

1,717      1,694       1,588.34 

77        38       3,685.23 

12         6       2,889.00 

12         8      11,650.10 

9        10      33,466.00 

4         8      322,006.70 

*  Does  not  include 

money 

reimbursed  under  the  Federal  Emergency  Management  Act  (FEMA) 

Source:   Compiled 

by 

th 

e  Office  of  the  Legislative  Auditor  from  Department  of  State 

Lands'  records 

Five  of  the  eight  largest  lightning  fires  occurred  in  1988.   Two 
of  the  four  largest  human  caused  fires  occurred  in  1984. 


Organizational  Struc- 
ture of  the  Department 


Two  divisions  within  the  Department  of  State  Lands  are  respons- 
ible for  the  administration  and  implementation  of  the  Fire 
Management  Program.   The  Forestry  Division  is  primarily  a  staff 
organization  which  provides  support  rather  than  direct  activity. 
Its  role  is  to  manage  the  forestry  budget,  establish  and  maintain 
goals,  objectives,  guidelines  and  performance  standards,  and 
provide  support  to  the  Field  Operations  Division.  The  role  of 
the  Field  Operations  Division  is  to  conduct  the  day-to-day  field 
level  activities  in  support  of  the  department's  programs  and  to 
serve  as  the  department's  local  representative  within  defined 
geographical  areas.  The  following  figure  details  the  organization 
of  the  department  and  two  divisions. 
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Figure  2 
Organization  Chart  of  the  Department  of  State  Lands 
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Lewistown 
-lUnit  Office 


Glasgow 
MUnit  Office 


Conrad 
-lUnit  Office 


D  i 1 1  on 
Unit  Office 


Swan  River 
Unit  Office 


Source:  Department  of  State  Lands 


Southern 
Land  Office 
(Bi I  lings) 


Eastern 
Land  Office 
(Miles  City) 
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Geographic  Organization 
of  the  Department 


The  department  has  six  administrative  areas  in  the  state.   Each 
area  is  administered  by  a  separate  land  office.   Unit  offices  are 
established  in  four  of  the  six  land  office  areas.   Unit  offices 
conduct  field  activities  within  specified  portions  of  the 
geographic  area  of  the  land  office.  The  following  figure 
illustrates  the  geographic  distribution  of  land  and  unit  offices. 


Figure  3 
Geographic  Distribution  of  land  and  Unit  Offices 


NORTHWEST 
AREA 


o  land  offices 
•  unit  offices 


NORTHEAST    AREA 


EASTERN 
AREA 


Source:     Departnnent  of  State  Lands 


In  addition  to  unit  offices,  DSL  has  fire  crews  located  at  five 
wildfire  initial  attack  stations  during  fire  season  (May  1  through 
September  30).  These  stations,  located  near  Lima,  Lincoln, 
Garrison,  Boorman,  and  Condon,  are  staffed  only  in  this  period. 
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Fire  Management 
Program 


The  Fire  Management  Bureau,  Forestry  Division,  administers  the 
Fire  Management  Program.   Program  goals  are  to  protect, 
sustain,  and  improve  natural  resources  on  state  and  private  land 
through  fire  prevention,  protection,  and  prescribed  fire  activi- 
ties.  Bureau  staff  update  and  maintain  master  agreements  with 
the  United  States  Forest  Service,  the  United  States  Bureau  of 
Land  Management,  the  United  States  Bureau  of  Indian  Affairs, 
the  Montana  Department  of  Military  Affairs  and  the  Department 
of  Corrections  and  Human  Services.   They  also  attempt  to 
balance  acres  of  protection  between  federal  agencies  and  DSL. 
Fire  administration  duties  also  include  establishing  agreements 
with  local  government  fire  services  and  other  state  agencies 
involved  with  disaster  services. 

The  following  sections  discuss  the  specific  areas  administered  by 
the  Fire  Management  Bureau. 


Community  Fire 
Protection 


DSL  receives  funds  from  the  USFS  to  distribute  to  local  commu- 
nities and  rural  areas  for  organizing,  training,  and  equipping 
local  government  (city  and  county;  paid  and  volunteer)  fire 
fighting  organizations.   Bureau  personnel  review  documentation 
for  proposed  projects.   Local  governments  are  required  to 
provide  at  least  a  50  percent  match  in  funds. 


Fire  Training 


Bureau  and  field  staff  provide  training  to  permanent  and 
seasonal  DSL  employees,  local  government  fire  fighters,  and 
emergency  fire  fighters  to  meet  requirements  of  various  fire 
fighting  positions.   DSL  also  participates  in  interagency  training 
activities  at  the  local  and  regional  level  at  the  Northern  Rockies 
Training  Center  in  Missoula.    DSL  participates  in  the  Fire 
Services  Training  School  Advisory  Council,  providing  the  link 
between  wildland  and  structural  fire  training. 
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Equipment  Development 
and  Support 


The  majority  of  equipment  in  the  State-County  Cooperative  Fire 
Protection  Program,  as  well  as  in  other  DSL  fire  programs,  is 
acquired  through  the  Federal  Excess  Personal  Property  (FEPP) 
program  and  converted  into  usable  fire  equipment.   Personnel  in 
the  bureau  screen,  acquire,  develop,  warehouse,  maintain, 
inspect,  dispose,  and  inventory  the  equipment. 


Fire  Prevention 


Staff  investigate  fires,  gather  fire  data,  analyze  annual  changes 
and  trends,  and  design  ongoing  actions  to  reduce  preventable 
fires.   Bureau  staff  also  review  and  approve  fire  prevention  plans 
from  counties,  and  DSL  land  and  unit  offices.   These  plans 
consider  the  value  of  resources  at  risk,  fire  hazards,  fire  risks, 
and  frequency  of  ignitions.  Staff  also  support  public  education 
programs  such  as  "Keep  Montana  Green"  and  "Smokey  Bear." 


The  top  priority  of  staff  in  this  area  is  prevention  of  fires  in 
residential/wildland  interface  areas.   These  are  areas  where 
residential,  recreational,  and  commercial  structures  are  on 
forested  and  non-forested  land.  The  Fire  Management  Program 
allows  for  protection  of  structures  from  fire,  but  DSL  trained 
fire  fighters  do  not  have  the  required  training  or  equipment  to 
suppress  structure  fires.   House  Joint  Resolution  36  passed  by 
the  1991  Legislative  Session  requires  the  department  and  the  Fire 
Marshall's  office  to  study  rules  and  regulations  to  address  this 
issue.   At  the  time  of  our  audit,  a  committee  composed  of  the 
Fire  Marshal,  members  of  the  Fire  Chiefs  Association,  Disaster 
and  Emergency  Services,  Montana  Association  of  Counties, 
Montana  Planners  Association,  and  DSL  officials  had:  1) 
produced  information  packets  for  the  public;  2)  developed  a  risk 
rating  and  planning  system  whereby  members  of  the  committee 
review  subdivision  plats  and  go  to  planning  board  meetings,  and 
3)  identified  possible  legislation  and  uniform  fire  code  changes. 
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Prescribed  Fire 


Prescribed  fire  provides  a  management  option  for  hazard  reduc- 
tion, site  preparation  for  reforestation  after  a  timber  sale,  forage 
and  wildlife  habitat  improvement,  and  training  people  in  fire 
suppression  activities,  with  a  secondary  goal  of  preventing 
wildfire  through  fuel  management.   Prescribed  fire  is  a  fire  that 
burns  according  to  approved  plans,  is  confined  to  a  specific  area, 
and  achieves  resource  management  objectives.   Management  of 
smoke  created  from  prescribed  fires  is  also  within  this  program. 


Direct  Presuppression 


Fire  mobilization  plans,  interagency  dispatch  centers,  zone 
support  dispatch  centers,  and  communication  networks  are 
maintained  to  provide  the  quickest  detection,  dispatching,  and 
coordination  of  fire  forces  to  provide  the  least  possible  natural 
resource  and  improvement  loss.   Fire  fighters  are  employed  and 
trained  to  provide  this  service  as  well  as  to  maintain  road  and 
trail  access  to  areas  where  DSL  is  responsible  for  fire  protection. 


County  Direct 
Presuppression 


The  State-County  Cooperative  Fire  Protection  Program  includes 
52  counties  and  covers  45,354,643  acres  of  state  and  private  land. 
The  county  provides  the  basic  level  of  fire  protection  through  a 
system  of  volunteers,  county  personnel,  and  paid  fire  department 
personnel.  The  county  is  supported  by  DSL  in  matters  of  organ- 
ization, planning,  equipment,  training,  and  fire  suppression 
support.   DSL  only  assists  with  fire  suppression  if  the  fire 
exceeds  the  county's  capabilities.   The  county  also  provides 
mutual  aid  to  DSL  and  federal  fire  protection  agencies, 
especially  in  residential/wildland  interface  areas  where  large 
destructive  fires  may  occur.   Each  county  in  the  cooperative 
program  has  a  wildland  fire  management  plan  and  a  county  fire 
action  plan. 


Suppression 


Field  staff  perform  the  actual  detection  and  suppression  of 
wildland  fires.   Fire  detection  and  suppression  resources  are 
maintained  in  a  state  of  elevated  readiness  from  June  15  to 
September  15,  with  a  lower  degree  of  readiness  throughout  the 
rest  of  the  year. 
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DSL  provides  general  protection  guidelines  for  dispatchers  and 
fire  fighters  when  numerous  fires  are  burning  at  one  time  in  the 
state.   The  guidelines  are,  in  order  of  priority: 


Protection  of  life  and  property. 

Emerging  potential  problem  fires  (residential/wildland 
interface  areas). 
Initial  attack. 

Emerging  potential  fires  (non-residential/wildland  inter- 
face areas). 
Large  fires  currently  being  managed. 


Fire  Coordination  and 
Suppression 


Bureau  staff  coordinate  fire  fighting  resources  (personnel  and 
equipment)  with  the  federal  coordination  center,  State  Disaster 
and  Emergency  Services,  the  Montana  National  Guard,  and  the 
Department  of  Corrections  and  Human  Services  to  fight  fires  at 
the  state  level.   Fire  billing,  communication  engineering,  and 
data  processing  are  other  coordination  services  provided.   This 
program  also  maintains  fire  assessment  rolls,  collects  annual 
payments  for  fire  protection,  and  administers  all  protection 
subcontracts. 


Program  Expenditures 
andFTE 


The  Fire  Management  Program  is  funded  from  General,  State 
Special  Revenue,  and  Federal  Special  Revenue  Fund  moneys. 
State  Special  Revenue  funds  are  generated  from  assessments  to 
private  landowners  for  fire  protection.  The  following  table 
details  expenditures  for  the  Fire  Management  Program,  by 
funding  source,  for  the  bureau  and  land  offices. 
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Table  5 

Exuend 

itures  for  the  Fire  Nanagement  Progran^ 

(Fiscal 

Year  1991-92) 

Fire 

Management 

Bureau 

Land  Offices 

State 

Federal 

State 

General 

Special 

Special 

General 

Special 

Equipment  Development 

Fund 

Revenue 
$495,921 

Revenue 

Fund 

Revenue 

Total 

$  495,921 

Fire  Prevention 

6,423 

$  28,885 

35,308 

Prescribed  Fire 

111,504 

111,504 

Fire  Administration 

$A2,185 

23,616 

65,801 

Rural  Fire  Protection 

63,055 

63,055 

Fi  re  Training 

38,876 

66,382 

105,258 

Fire  Coordination  and 

Suppression 

u.ooo 

368,777 

382,777 

Direct  Presuppression 

$1,765,151 

$579,537 

2,344,688 

County  Presuppression 
Total 

•Fire  suppression  costs 

pa 

SUf 

294.303 
$2,059,454 

84.139 
$663.676 

ly  $5,822, 

378.442 
$3,982,754 

$56,185 
d  via  a 

$933.613 
jplemental 

$269,826 
appropriation  v 

(ere  approximate 

000  and  are  not 

included  in  the  above  amounts. 

Source:    Compiled  by 

the  Office 

of 

the  Legis 

lative  Auditor 

from  Statewide 

Budgeting 

and  Accounting 

System  records 

The  Northwest,  Southwest,  and  Central  Land  Offices  incurred 
the  direct  presuppression  costs.   The  Central,  Northeast, 
Southern,  and  Eastern  Land  Offices  incurred  the  majority  of 
expenditures  for  county  presuppression.   The  Northwest  and 
Southwest  Land  Offices  expended  the  remaining  county  presup- 
pression money. 


Fire  Management  Program 
FTE 


All  direct  and  county  presuppression  activities  are  conducted  by 
land  and  unit  offices.   Bureau  staff  administer  programs  which 
support  presuppression  activities.    In  fiscal  year  1991-92, 
approximately  22  permanent  and  3  seasonal  Full-Time  Equiva- 
lents (FTE)  were  budgeted  in  the  Fire  Management  Bureau  to 
administer  the  Fire  Management  Program.   Nine  FTE  were 
budgeted  in  the  Equipment  Development  and  Support  Section 
within  the  bureau.   Six  permanent  and  two  seasonal  employees 
were  budgeted  in  the  Fire  Coordination  and  Suppression  Section. 
The  remaining  bureau  sections  were  budgeted  one  to  three 
permanent  FTE. 
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Forty-one  permanent  and  fifty-one  seasonal  FTE  were  budgeted 
to  the  field  offices  for  direct  and  county  presuppression 
activities.   The  following  table  breaks  down  permanent  FTE  by 
land  office. 


Table  6 
Peraanent  FTE  Budgeted  for  Presiccression  Activities 

Land  Office 

Northwest 

Southwest 

Central 

Northeast 

Southern 

Eastern 

Source: 

(Fiscal  Year  1991-92) 

Presuppression 

Direct          County 
13.78 
10.81 

6.13           3.60 
2.35 
3.20 
1.25 

Compiled  by  the  Office  of  the  Legislative  Auditor 
from  Department  of  State  Lands'  records 

Permanent  employee  positions  in  the  Northwest,  Southwest,  and 
Central  Land  Offices  include  Fire  Managers  and  Fire  Manage- 
ment Supervisors  to  oversee  the  fire  program  in  their  respective 
areas.  Their  duties  also  include  coordinating  the  state-county 
cooperative  program  in  their  areas.  The  Southern,  Eastern,  and 
Northeast  Land  Offices  have  Rural  Fire  Coordinators  to  oversee 
the  state-county  cooperative  programs  in  those  areas. 

Unit  offices  are  responsible  for  hiring  seasonal  fire  fighting 
crews.  The  number  of  seasonal  personnel  hired  depends  upon 
the  fire  danger  and  need  of  the  unit  office.  There  are  standard 
FTE  levels  for  each  unit,  but  if  fire  danger  in  one  part  of  the 
state  is  much  higher  than  other  parts  of  the  state,  FTE  in  each 
unit  can  be  adjusted  for  the  season.   In  fiscal  year  1991-92,  the 
Northwest  Land  Office  was  budgeted  approximately  20  seasonal 
FTE.  The  Southwest  Land  Office  was  budgeted  18  seasonal 
FTE,  with  the  majority  of  the  remaining  13  FTE  budgeted  in  the 
Central  Land  Office. 
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Introduction  During  our  audit  of  the  Department  of  State  Lands'  (DSL)  Fire 

Management  Program  we  determined  if  fire  coordination  and 
suppression  activities,  and  administrative  and  internal  controls 
over  the  fire  program,  were  operating  as  described.   We  did  this 
by  observing  and  reviewing  many  aspects  of  the  fire  protection 
functions  followed  on  land  for  which  the  department  is  directly 
responsible  for  protection.  Since  the  Northwest,  Southwest,  and 
Central  Land  Offices  are  primarily  responsible  for  direct  protec- 
tion land,  our  work  centered  in  land  and  unit  offices  in  those 
areas.  The  Southern,  Eastern,  and  Northeast  Land  Offices'  fire 
programs  center  around  the  State-County  Cooperative  Fire 
Protection  Program. 

Our  work  included:  1)  reviewing  unit  and  land  office  mobiliza- 
tion plans;  2)  observing  pre-  and  post-season  reviews  at  unit 
offices;  3)  interviewing  staff  at  dispatch  centers  and  observing 
dispatch  activities;  and  4)  accompanying  fire  personnel  to  fires 
to  observe  procedures  followed  during  fire  suppression. 

Overall  we  found  activities  and  controls  were  operating  as 
described.   There  is  coordination  between  federal,  local  govern- 
ment (city  and  county;  paid  and  volunteer),  and  state  personnel 
when  dispatching  resources  (personnel  and  equipment)  and 
suppressing  fires.   DSL  follows  a  nationally  accepted  organiza- 
tional structure  during  the  suppression  of  fires.   Plans  are 
established,  and  criteria  followed,  to  allow  staff  to  respond  to 
fires  in  a  specific  manner.   Pre-  and  post-season  reviews,  fire 
reports,  and  narratives  provide  necessary  information  to  allow 
management  to  make  needed  changes  in  fire  suppression 
activities. 

The  subsequent  sections  describe  activities  we  reviewed  pertain- 
ing to  direct  protection  land,  and  our  findings  and  conclusions  in 
the  specific  areas.  The  last  section  of  the  chapter  describes  fire 
related  activities  concerning  billing  for  fires  started  by  negli- 
gence, use  and  cost  of  aircraft  for  fire  detection  and  suppression, 
and  purchasing  supplies  during  fire  suppression  efforts. 
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Mobilization  Plans 


An  important  part  of  presuppression  and  suppression  activities 
include  writing  and  implementing  fire  mobilization  plans.   The 
plans  are  to  be  compiled  by  unit  and  land  offices  to  assist  fire 
fighters  in  their  presuppression  and  suppression  activities.   The 
plans  are  to  contain  criteria  stating  how  the  unit  and/or  land 
office  will  respond  on  any  day  with  certain  conditions.   Seasonal 
crew  members  use  the  plans  to  supplement  the  training  received. 
Dispatchers  in  unit  and  land  offices  use  the  plans  to  determine 
the  number  and  types  of  crews  to  send  to  fires.   The  following  is 
an  example  of  part  of  one  land  office's  fire  mobilization  plan. 


Table  7 

Example 

of 

Fire  Mobilization  Plan 

Activity 

Engine 
avai  Labi lity 

Fire  Danger 

Low  to  moderate;  littl 
fire  activity 
10  minutes 

e 

Fire  danger  extreme;  major 

fire  problems;  resources  limited 

Available  immediately;  resupplied  iinnediately;  extra 

engines  made  available 

Work  schedule 

Normal 

Seasonal  crews  on  later  shifts;  overhead  coverage 
7  days/week 

Air  patrols 

Special  request  only 

Twice  daily 

Prevention 
activities 

Normal 

Daily  contact  with  news  media;  information  officer 
available  8  hours;  target  high  risk  areas 

Source:    Depa 

rtment  of  State  Lands'  recc 

rds 

Conclusion:   Plans  Written 
and  Contain  Criteria 


We  reviewed  fire  mobilization  plans  for  one  unit  office  and  two 
land  offices.   We  found  the  plans  contain  specific  criteria  to  be 
followed  for  specific  fire  danger  conditions. 


Pre-Season  Reviews 


During  our  audit  we  accompanied  bureau  personnel  while  they 
conducted  pre-season  reviews  at  three  unit  offices.   We  also 
examined  pre-season  review  reports  for  units  not  visited.   We 
determined  if  checklists  and  needs  lists  were  used,  if  the  docu- 
mentation was  useful,  and  the  overall  effectiveness  of  the  pre- 
season reviews  as  a  management  tool. 
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One  to  two  months  prior  to  the  start  of  fire  season  (May  1 
through  September  30),  Fire  Management  Bureau  personnel 
conduct  pre-season  reviews  at  the  Northwest,  Southwest,  and 
Central  Land  Offices,  and  corresponding  unit  offices  responsible 
for  direct  protection  of  wildland.   Fire  Management  Bureau 
personnel  hold  one  joint  pre-season  meeting  with  the  Eastern, 
Northeast,  and  Southern  Land  Offices. 

Bureau  personnel  meet  with  field  personnel  and  determine  what 
the  field  office  must  do  to  prepare  for  the  upcoming  fire  season. 
A  checklist  is  reviewed  to  determine  what  tasks  need  to  be 
completed  and  by  what  date.   Tasks  on  the  checklist  include  such 
things  as:  inspect  and  repair  radio  equipment;  update  maps; 
update  mobilization  plans  if  needed;  advertise  for  seasonal 
positions;  inspect  fire  equipment  in  counties  participating  in  the 
cooperative  fire  program;  and  update  county  fire  plans. 

During  the  review  Fire  Management  Bureau  personnel  determine 
what  assistance  they  can  provide  the  field  office.   A  list  is 
compiled  of  items  or  assistance  the  field  office  needs  from  the 
bureau.   Assistance  may  involve  additional  training,  equipment, 
or  staffing  changes. 


Conclusion:   Pre-Season 
Reviews  Effective 
Management  Too! 


We  found  the  checklists  are  used  to  ensure  items  are  completed 
within  specified  times  and  needs  lists  were  completed.   At  the 
bureau  level  we  found  the  needs  lists  are  distributed  to  personnel 
responsible  for  addressing  the  needs  of  the  field  offices. 


Our  review  of  the  process  also  indicated  pre-season  reviews, 
checklists,  and  needs  reviews  are  effective  management  tools  for 
the  units  and  land  offices,  and  bureau.  The  checklist  allows  the 
bureau  staff,  unit  managers  and  area  fire  managers  to  determine 
the  status  of  the  fire  program  in  their  areas  at  any  time. 
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Fire  Dispatch  Centers 


DSL,  federal,  and  local  government  (county  and  city;  and  paid 
volunteer  fire  department)  fire  fighters  and  equipment  are 
dispatched  out  of  unit  and  land  office  dispatch  centers.   In  the 
Northwest,  Southwest,  and  Central  Land  Office  areas,  there  is  a 
fire  dispatch  center  at  each  unit  office  and  initial  attack  station 
except  for  the  Hamilton,  Conrad,  and  Bozeman  Units.   There  are 
no  dispatch  centers  in  those  units  since  they  have  no  land  in 
their  areas  for  which  they  are  directly  responsible  for  fire 
protection.   Four  unit  offices,  Kalispell,  Helena,  Dillon,  and 
Libby,  share  facilities  for  both  DSL  and  the  United  States  Forest 
Service  (USFS)  to  dispatch  resources  to  any  wildland  fires  in  the 
area.   The  "closest  forces"  available  to  the  fire  are  dispatched 
regardless  of  which  agency  the  crew  works  for,  and  regardless  of 
ownership  of  property  at  risk.   Closest  forces  includes  DSL, 
federal,  and  local  government  fire  suppression  agencies. 


Conclusion:   Documented 
Dispatch  Procedures 
Followed 


We  reviewed  dispatch  plans  and  logs,  and  observed  personnel  at 
a  unit  office  and  an  interagency  dispatch  center  dispatching 
resources  to  fires.   We  also  interviewed  dispatchers  in  two  other 
dispatch  centers  to  determine  if  procedures  as  we  understood 
them  were  followed.   We  found  documented  procedures  were 
followed  at  the  four  dispatch  centers  visited. 


Fire  Coordination 


When  unit  and  land  office  personnel  cannot  suppress  a  fire  with 
their  own  closest  forces  (including  other  agency  forces  within 
the  area)  they  must  contact  the  zone  dispatch  center  or  the 
Northern  Rockies  Coordination  Center  (NRCC)  in  Missoula  for 
assistance.   The  NRCC  will  order  resources  (people  and  equip- 
ment) to  assist  the  local  area.   The  Fire  Management  Bureau  has 
a  state  fire  coordinator  who  represents  the  state  at  the  NRCC 
during  fire  season.  The  following  sections  discuss  the  role  of  the 
state  coordinator  and  procedures  at  the  NRCC. 
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State  Fire  Coordination 
Center 


The  State  Fire  Coordination  Center  (SFCC)  is  a  joint  operation 
in  conjunction  with  the  Northern  Rockies  Coordination  Center. 
(DSL  and  the  United  States  Departments  of  Agriculture  and 
Interior  are  located  at  the  center.)  The  SFCC  is  designed  for 
coordinated  response  to  wildfires  on  state  and  private  land; 
support  of  federal  and  other  fire  protection  agencies  in  the 
suppression  of  wildfires;  and  planning,  communication,  situation 
monitoring,  needs  analysis,  and  expediting  of  resource  orders 
between  and  among  state,  federal  and  cooperating  agencies.   The 
coordination  process  does  not  involve  dispatch  actions. 


The  SFCC  is  managed  by  the  State  Fire  Coordinator.  The  coor- 
dinator has  been  delegated  authority  to:  establish  priorities  for 
crews  to  be  positioned  among  the  six  land  offices  prior  to  and 
during  fire  activity;  allocate  critical  resources;  and  reallocate 
critical  resources  when  necessary  as  situations  change.   The 
coordinator  can  also  represent  DSL  on  any  multi-agency  coordi- 
nating (MAC)  group.   This  group  is  formed  when  there  are  a 
number  of  fires  burning  at  one  time  involving  state(s),  federal, 
and  cooperating  protection  agencies.  The  group  sets  priorities  to 
allocate  resources  among  fires  in  a  region.   MAC  group 
personnel  are  not  usually  located  at  any  specific  fire. 


Northern  Rockies  Coordi- 
nation Center 


Every  morning  during  fire  season  DSL's  unit  offices  are  to 
submit  information  to  the  land  office  or  interagency  dispatch 
center  concerning:  number  of  fires;  number  of  engines,  aircraft, 
and  crews  committed  to  fires  and  available;  mobilization  plans 
and  fire  danger;  and  other  information  relating  to  specific  fires 
on  the  unit.  The  land  office  or  interagency  dispatch  center  is  to 
compile  all  unit  office  reports,  and  send  a  report  to  the  NRCC. 
The  NRCC  uses  this  report,  along  with  reports  from  the  National 
Fire  Danger  Rating  System  and  the  National  Weather  Service,  to 
determine  the  status  of  available  wildland  fire  suppression 
resources  in  the  state  and  Northern  Rockies  area.  This  informa- 
tion is  provided  to  all  agencies  and  the  Boise  Interagency  Fire 
Center  (BIFC)  in  Idaho,  and  resources  can  then  be  available  area 
wide  and  nationally. 
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When  an  order  for  resources  is  received  at  the  coordination 
center  from  a  land  office  or  interagency  dispatch  center,  the 
order  is  to  be  filled  with  closest  available  forces.   Other  land 
offices  may  be  called  to  supply  resources  either  from  their  own 
forces  or  local  government  fire  fighting  forces,  or  the  USPS, 
National  Park  Service,  Bureau  of  Indian  Affairs,  or  Bureau  of 
Land  Management  may  be  contacted  for  resources. 

If  the  NRCC  cannot  fill  requests  for  resources  they  are  to 
contact  BIFC.  This  center  allocates  resources  to  all  the  agencies 
in  the  United  States  which  suppress  wildfires. 


Conclusion:   Fire  Activities 
are  Coordinated  Between 
Agencies 


We  reviewed  activities  pertaining  to  allocation  of  state,  local 
government,  and  federal  resources  for  fire  suppression  activities. 
Through  observations  and  interviews  we  found  DSL  has 
established  a  method  to  allocate  resources  throughout  the  state. 
Allocation  of  resources  among  the  six  land  offices  is  completed 
by  DSL  staff  at  the  SFCC. 


Our  observations  indicated  DSL  staff  are  in  continuous  contact 
with  federal  employees  located  at  the  NRCC.  These  groups 
work  together  to  coordinate  fire  fighting  activities  in  the  state. 


Fire  Suppression 


In  1985,  DSL  adopted  the  Incident  Command  System  (ICS)  as  the 
agency's  organizational  system  for  wildland  fire  suppression. 
The  system  was  developed  by  the  ICS  Working  Team  of  the 
National  Wildfire  Coordinating  Group,  of  which  DSL  is  a 
member.   ICS  identifies  organizational  positions  for  management 
of  fire  fighting  resources  (equipment  and  people),  and  delineates 
recommended  national  standards  for  wildland  fire  fighting 
personnel  qualifications  and  certification.   Wildland  fire  protec- 
tion agencies  in  the  USPS  Northern  Region  have  accepted  these 
standards  as  minimum  requirements  for  individual  and  inter- 
agency use  of  personnel.   ICS  standards  dictate  the  minimum 
training,  experience,  and  physical  fitness  requirements  a  person 
must  meet  to  qualify  for  each  position  in  the  organizational 
structure.   Use  of  these  standards  help  ensure  uniformity  when 
federal,  state,  and  local  government  fire  fighting  agencies  work 
together  to  suppress  a  fire. 
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The  positions  within  the  ICS  structure  are  called  overhead 
positions,  and  are  assigned  depending  on  needs  of  each  specific 
fire.   A  small,  non-complex  fire  would  not  need  as  highly 
trained  staff;  seasonal  crews  would  be  able  to  suppress  the  fire. 
Large  and/or  complex  fires  require  the  state  (or  federal  govern- 
ment, depending  upon  the  location  of  the  fire)  to  fill  positions 
with  highly  trained  personnel  to  manage  the  resources  used  to 
suppress  the  fire.   Within  DSL,  permanent  employees  in  the 
department  are  removed  from  their  regular  jobs  to  fill  overhead 
positions. 

There  are  basically  five  fire  suppression  response  levels  within 
the  ICS  for  wildland  fires.  The  following  figure  illustrates  the 
different  levels,  how  they  build  upon  each  other,  and  how  they 
are  used  to  suppress  fires  on  land  for  which  DSL  is  responsible 
for  fire  protection. 
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Figure  4 
DSL  Direct  Protection  Incident  Response  Flowchart 
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Command  personnel  on  Type  III,  IV,  and  V  Teams  usually 
consist  of  DSL  permanent  and  seasonal  employees.   Type  I  and  II 
Teams  consist  of  personnel  from  local  government,  state,  and 
federal  agencies.  These  teams  manage  fire  suppression  activities 
for  any  agency  requiring  their  services,  regardless  of  what 
agency  is  responsible  for  direct  protection  of  the  land.  The 
majority  of  fires  burning  on  DSL's  direct  protection  land  are 
controlled  by  Type  III,  IV,  or  V  Teams. 

If  the  fire  is  so  large  the  span  of  control  for  a  Type  I  Team 
exceeds  recommended  levels,  an  Area  Commander  is  to  be 
assigned  to  the  fire.   The  Area  Commander  will  have  a  number 
of  Type  I  and/or  II  Team  Incident  Commanders  reporting  to 
him/her.   Each  Type  I  and/or  II  Team  will  be  responsible  for  a 
geographical  area  of  fire.  The  commander  manages  the 
resources  in  all  the  geographic  areas.  The  Greater  Yellowstone 
Fires  in  1988  are  an  example  where  an  area  commander  position 
was  necessary. 


Conclusion:    ICS  Structure  During  our  audit  we  accompanied  fire  fighting  personnel  to  a 

Followed  number  of  different  size  fires.   We  were  able  to  observe  the 

organizational  structure  for  a  Type  II  and  Type  III  Team.   We 
also  observed  the  debriefing  of  a  Type  I  Team. 

We  found  management  of  state,  local  government,  and  federal 
forces  functioned  as  described  for  the  Type  III  Team  organiza- 
tion. The  ICS  on  a  Type  II  Team,  and  various  functions  such  as 
timekeeping,  property  accountability,  and  safety  officer  func- 
tions, operated  as  described  in  the  National  Wildfire  Coordinat- 
ing Group  Fireline  Handbook. 

Overall  we  found  DSL  implemented  and  followed  a  national 
system  which  delineates  the  organizational  structure,  and  mini- 
mum training  requirements,  experience  and  physical  fitness 
requirements  of  personnel  responsible  for  suppressing  fires. 


Page  31 


Chapter  HI  -  Fire  Protection  Activities 


Fire  Reports  and 
Narratives 


Unit  offices  are  to  complete  a  fire  incident  report  and  narrative 
for  each  fire.   A  copy  of  the  report  and  narrative  is  then  sent  to 
the  land  office  and  Fire  Management  Bureau.   Fire  reports 
contain  information  pertaining  to  such  things  as: 

name  of  the  fire. 

in  which  unit  and  land  office  area  the  fire  occurred. 

cause  of  the  fire. 

what  resources  were  used  to  suppress  the  fire. 

what  time  the  fire  was  reported. 

what  time  resources  were  dispatched  and  what  time  they 

arrived  at  the  fire. 

number  of  acres  burned  and  who  owns  the  land. 

Narratives  cover  preventing,  detecting  and  reporting,  dispatch- 
ing and  pre-planned  actions,  initial  attack,  support,  meals, 
recommendations  and  action  taken,  and  billing  information. 

Information  from  fire  reports  is  used  to  create  statistics  concern- 
ing cause,  size,  and  cost  of  fires.   Information  from  narratives  is 
used  by  unit  personnel  to  determine  ways  to  improve  future 
attack  procedures. 


Conclusion:   Narratives 
Provide  Useful 
Information 


We  reviewed  a  sample  of  fire  reports  and  found  the  narratives 
were  straight  forward  and  identified  areas  for  improvement. 
Our  analysis  of  the  reliability  of  the  fire  statistics  is  discussed  in 
Chapter  V. 


Post-Season  Reviews 


Each  unit  is  to  have  a  post-season  review  meeting.   The  land 
office  is  to  have  a  post-season  review  meeting  for  the  land  office 
area  (including  the  units).   At  these  meetings  fire  personnel  from 
the  Fire  Management  Bureau,  the  land  office,  and  unit  offices 
discuss  what  went  right,  what  went  wrong,  and  where  they  can 
make  improvements.   We  attended  a  post-season  review  meeting 
and  reviewed  minutes  from  previous  years.   We  found  pertinent 
items  such  as  prevention,  detection,  reporting,  dispatch,  inter- 
agency cooperation,  communications,  training,  and  equipment 
were  discussed  at  the  reviews. 
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Conclusion:   Post-Season 
Reviews  Provide  Timely 
Information 


We  concluded  post-season  reviews  are  an  effective  tool  for 
managing  personnel  and  resources.   The  reviews  provide 
program  managers  with  timely  information  regarding  problem 
areas  and  areas  where  the  program  is  doing  well.   The  meetings 
provide  bureau,  land,  and  unit  office  staff  opportunities  to 
discuss  issues  pertaining  to  the  Fire  Management  Program. 


Other  Fire  Protection 
Activities 


In  conjunction  with  our  review  of  protection  activities,  we  also 
reviewed  procedures  followed  by  field  and  bureau  staff  to  bill 
individuals  for  fire  suppression  costs,  and  purchasing  of  supplies 
during  fire  suppression  efforts.   We  also  reviewed  whether  DSL 
complied  with  federal  regulations  pertaining  to  the  use  of  federal 
excess  aircraft,  and  the  cost  effectiveness  of  using  state  aircraft 
and  pilots  versus  contracting  for  the  services.   These  areas  and 
our  findings  are  discussed  in  the  following  sections. 


Billing  Procedures  for  Fire 
Suppression  Costs 


Section  50-63-103,  MCA,  states  a  person  shall  be  liable  for 
damages,  including  cost  of  suppression,  if  he/she  sets  or  leaves  a 
fire  which  spreads  or  destroys  property.  The  department  bills 
individuals  for  suppression  costs  for  starting  or  leaving  fires 
which  require  suppression.   If  an  individual  burns  debris  without 
obtaining  a  statutorily  required  burn  permit,  or  obtains  a  permit 
but  does  not  adequately  provide  precautions  against  the  fire 
escaping,  he/she  can  be  billed  for  suppression  costs.   The  person 
responsible  for  starting  the  fire  is  billed  for  actual  fire  expendi- 
tures plus  equipment  use  charges  such  as  gas  and  needed  vehicle 
repair  and  maintenance  which  resulted  from  suppressing  the  fire. 
DSL  must  show  negligence  before  the  department  can  bill  an 
individual  for  fire  suppression  costs.    If  needed,  the  fire  investi- 
gator in  the  Fire  Management  Bureau,  land  office  personnel, 
USFS  personnel,  or  staff  from  the  Montana  Department  of 
Justice  will  investigate  the  fire  scene  to  determine  if  the  person 
was  negligent. 


If  fire  suppression  costs  are  less  than  $5,000,  land  offices  send 
bills  to  the  responsible  party.   If  over  $5,000,  the  fire  investiga- 
tor from  the  bureau  sends  bills.   If  payments  are  delinquent,  or  a 
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responsible  party  refuses  to  pay,  the  bureau  investigator  sends 
another  letter,  then  refers  the  billing  to  DSL's  legal  counsel. 

The  following  table  shows  the  number  of  fires  which  cost  less 
than  $5,000  and  more  than  $5,000  to  suppress,  amount  billed, 
amount  paid  after  the  first  billing,  amount  paid  after  the  second 
billing,  amount  still  due,  and  amounts  dropped  from  collection 
procedures  for  individuals  and  industries,  such  as  railroads  or 
utility  companies,  for  1989  through  1991.   Money  collected  from 
landowners  is  deposited  in  the  General  Fund. 


Table  8 

Fire  Billing  Sinmary 

(1989  through  1991) 

Nuniber 

of  Fires 

Amount 
Paid 

Amount 
Paid 

Less 

More 

Than 

Than 

Amount       First 

Second 

Amount 

Amount 

|5 

,000 

$5 

OOP 

Billed      Billinq 

Bi llinq 

Due 

Dropped 

1989 
Individual 

28 

1 

$  21,711     $2,052 

$246 

$12,715 

$  6,697 

Industry 

16 

1 

88,936      1.731 

0 

5.827 

81.378 

Total 

44 

^ 

$110,647     $3,783 

$246 

$18,542 

$88,075 

1990 

Individual 

29 

0 

$  4,689    $  3,038 

$  273 

$   823 

$556 

Industry 

26 

1 

110.152     87.454 

3.942 

18.530 

227 

Total 

55 

_1 

$114,841    $90,492 

$4,215 

$19,353 

$783 

1991 

Individual 

54 

2 

$  34,080    $14,114 

NB 

$  17,688 

$2,278 

Industry 

31 

5 

145.248     a3.615 

NB 

101.577 

56 

Total 

85 

7 

$179,328    $57,729 

$119,265 

$2,334 

NB  -  Second 

bill 

s  not  sent  at  time 

of  audit. 

Source: 

Cofnp 

led 

ay  the  Office 

of  the  Legislative  Auditor 

from  Depa 

rtment  of  State 

Lands'  records 

The  amount  billed  is  subject  to  negation  based  upon  how  the  fire 
started,  what  suppression  efforts  were  made  by  the  person(s) 
responsible  for  starting  the  fire,  whether  the  department  can 
determine  who  is  liable  for  suppression  costs,  etc.   For  example, 
a  land  office  billed  an  industry  for  $80,000  in  1989  for  a  fire 
started  in  the  area  of  a  logging  operation  on  the  industry's  land. 
Department  attorneys  determined  they  could  not  prove  the 
logging  operation  started  the  fire  so  the  $80,000  bill  was  dropped 
from  collection  procedures.    Another  reason  bills  are  dropped 
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from  collection  procedures  is  that  DSL's  attorneys  have  deter- 
mined it  is  not  cost  effective  to  pursue  cases  in  court  for  most 
bills  of  less  than  $10,000.   Attorney  fees  cannot  be  collected 
unless  there  is  a  contract  stating  costs  are  to  be  paid  by  the  losing 
party.   DSL  will  pursue  cases  for  bills  of  less  than  $10,000  when 
there  is  a  clear  case  of  liability  or  the  person  is  a  repeat  offender. 


Federal  Government  and 
Other  States  Billed  for 
Suppression  Costs 


Fire  Management  Bureau  also  bills  the  United  States  Forest 
Service,  Bureau  of  Land  Management  and  other  states  for  costs 
of  fighting  fires  on  federal  and  state  (other  than  Montana) 
property  for  which  DSL  is  not  responsible  for  fire  protection. 
Costs  of  suppressing  federal  and  other  state  support  fires  are 
recorded  separately.   Federal  agencies  and  other  states  also  bill 
Montana  for  their  costs  of  fighting  fires  on  land  for  which  DSL 
is  responsible  for  direct  protection.   These  billings  are  made  in 
accordance  with  cooperative  agreements  between  the  state,  the 
federal  government,  and  other  states. 


DSL  is  usually  allowed  to  retain  $100,000  of  the  reimbursement 
from  the  federal  government  or  other  states  to  cover  production 
lost  by  department  employees  suppressing  fires  instead  of 
conducting  their  regular  duties.   The  rest  of  the  money  reverts  to 
the  General  Fund.   During  the  January  1992  Legislative  Special 
Session,  the  legislature  reduced  the  fiscal  year  1991-92  and 
1992-93  amounts  retained  by  DSL  to  $44,000  in  each  year. 


Procedures  Provide  Accu- 
rate Cost  Figures  for 
Billing 


During  our  audit  we  reviewed  procedures  for  billing  individuals 
for  suppression  costs.  Our  review  indicated  DSL  procedures  for 
tracking  fire  costs  and  determining  billing  amounts  provide 
accurate  cost  figures  for  billing  people  who  were  negligent  and 
allowed  a  fire  to  burn  which  required  suppression  by  DSL. 


We  did  not  review  the  actual  billing  process.   Fire  Management 
Program  personnel  reviewed  the  fire  billing  process  during  a 
statewide  fire  program  review  held  in  February  1992.  They 
developed  two  recommendations  concerning  billing  individuals 
for  fire  suppression  costs.   The  first  was  to  streamline  the 
process  to  ensure  billings  are  made  in  a  timely  manner,  thus 
obtaining  a  better  dollar  return  to  the  state.   Some  land  offices 
waited  for  all  costs  associated  with  suppressing  the  fire  to  be 
included  in  the  Statewide  Budgeting  and  Accounting  System 
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(SBAS)  before  sending  a  bill.  This  resulted  in  some  bills  being 
sent  two  or  three  months  after  the  fire  was  suppressed.   DSL 
personnel  found  the  sooner  a  person  is  billed  for  suppression 
costs,  the  more  likely  the  person  is  to  pay  the  bill. 

Personnel  attending  the  fire  review  also  recommended  the 
department  seek  legislation  to  revise  statutes  to  enable  DSL  to 
recover  suppression  costs  through  small  claims  court.  Current 
statutes  pertaining  to  small  claims  procedures  in  either  district  or 
justice  court  state  one  of  the  parties  in  the  court  cannot  be  the 
state  (sections  25-34-105(1)  and  25-35-505(1),  MCA).   Personnel 
believe  if  they  could  use  small  claims  court  they  could  recover 
more  of  their  fire  suppression  costs. 


Use  of  Aircraft  for  Fire 
Detection  and  Suppression 


DSL  maintains  six  aircraft  to  be  used  primarily  for  fire  patrol 
(detection)  and  suppression  activities.   Three  fixed  wing  aircraft 
are  used  for  fire  patrol  and  transporting  personnel  and  supplies. 
Three  helicopters  are  used  for  fire  suppression  activities.   The 
helicopter  pilots  drop  water  and/or  foam  on  fires.   Personnel  and 
supplies  are  also  transported  to  fires  with  helicopters.   If  needed, 
the  pilots  of  both  types  of  aircraft  provide  instructions  to  ground 
crews  as  to  how  to  enter  the  area  in  which  a  fire  is  located. 


One  of  the  aircraft  was  purchased  by  the  state  while  the  others 
were  acquired  through  the  Federal  Excess  Personal  Property 
(FEPP)  program.   (This  program  allows  DSL  to  obtain  equipment 
for  fire  fighting  purposes  for  the  cost  of  bringing  the  equipment 
to  Montana  and  fixing  it  as  necessary.)   Most  of  the  aircraft  are 
stationed  at  a  land  office  during  fire  season  (May  1  through 
September  30).   One  aircraft  is  used  wherever  it  is  needed  in  the 
state.   It  is  used  primarily  in  the  State-County  Cooperative  Fire 
Protection  Program,  but  is  also  used  as  a  backup  to  the  other 
craft.  Seasonal  employees  pilot  the  aircraft,  except  for  the  one 
used  statewide.   Permanent  personnel  pilot  that  craft.   The 
following  table  indicates  where  the  aircraft  are  stationed  during 
fire  season,  how  the  aircraft  were  acquired,  and  who  pilots  the 
craft. 


Page  36 


Chapter  HI  -  Fire  Protection  Activities 


Table  9 

Inforaation  Pertaining  to  DSL  Aircraft 

Method  of 

Type 

Location 

Acquisition 
State 

Pilot 
Seasonal 

Fixed  wing 

Central  Land  Office 

Fixed  wing 

Southwest  Land  Office 

FEPP 

Seasonal 

Fixed  wing 

Northwest  Land  Office 

FEPP 

Seasonal 

Helicopter 

Southwest  Land  Office 

FEPP 

Seasonal 

Helicopter 

Central  Land  Office 

FEPP 

Seasonal 

Helicopter 

Statewide 

FEPP 

Permanent 

Source: 

Compiled  by  the  Office  of 

the  Legislative 

Auditor  from 

Department  of  State  Lands' 

records 

The  department  also  enters  into  a  joint  contract  with  the  United 
States  Forest  Service  for  use  of  two  helicopters  in  the  Northwest 
Land  Office.   One  helicopter  is  stationed  in  Libby  and  the  other 
is  in  Kalispell.   DSL  also  has  a  contract  with  a  Montana  company 
to  use  a  single  engine  air  tanker  when  needed.   In  addition,  the 
department  contributes  money  to  the  USPS  to  support  the 
National  Air  Tanker  Association.  This  organization  provides  air 
tankers  to  fire  fighting  agencies  throughout  the  United  States. 


Conclusion:    Aircraft  Use 
Follows  FEPP  Regulations 


Federal  Excess  Personal  Property  program  regulations  state 
aircraft  obtained  under  that  program  must  be  used  in  fire  situa- 
tions at  least  90  percent  of  the  time  unless  a  waiver  is  granted. 
We  reviewed  aircraft  flight  records  for  fiscal  years  1989-90  and 
1990-91.   We  found  aircraft  obtained  under  the  FEPP  program 
were  used  at  least  90  percent  of  the  time  for  fire  patrol  or 
suppression  activities. 


State  Operated  Aircraft 
Cost  Less  than  Contracted 
Aircraft 


During  our  audit  we  compared  the  cost  effectiveness  of  state 
employed  pilots  and  state  operated  aircraft  versus  contracted 
pilots  and  aircraft.   We  found  it  is  more  cost  effective  for  the 
state  to  hire  pilots  and  operate  state  and  FEPP  aircraft  than  to 
establish  contracts  for  pilots  and  aircraft.   For  fiscal  year  1989- 
90  we  determined  it  cost  DSL  approximately  $1 1,200  less  to  have 
its  own  aircraft  and  pilots  than  if  comparable  aircraft  and  pilots 
were  under  contract.   In  fiscal  year  1990-91,  DSL  saved  approx- 
imately $150,000  by  having  its  own  aircraft  and  pilots.   The 
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primary  reason  state  aircraft  are  less  expensive  to  operate  is  that 
there  was  no  initial  purchase  cost  for  the  five  FEPP  aircraft. 

The  following  table  details  the  difference  between  DSL  actual 
costs  and  contract  costs.   We  included  the  amount  billed  to  users, 
fixed  costs,  and  air  operations  administration  in  DSL's  actual 
costs.   We  obtained  contract  prices  from  a  number  of  different 
companies  which  rent/lease  private  aircraft  to  individuals  or 
other  organizations.   The  contract  prices  include  the  costs  to 
have  the  aircraft  available  at  any  time  during  fire  season.   We 
used  the  actual  hours  the  aircraft  flew  each  year  when  determin- 
ing both  DSL  and  contract  costs. 


Table    10 

Conparison  of  DSL  Costs  to  Contract  Costs 
(Fiscal  Years  1989-90  and  1990-91) 


DSL  Costs 

Actual  Use  X  Hourly  Rate* 
Fixed  Costs** 
Air  Op.  Admin 
Total  Costs 

Contract  Costs 

Actual  Use  X  Hourly  Rate 


$143,439.50 

64,623.00 

106.032.54 

$314.095.04 


$325,283.57 
$  11,188.53 


1990-91 

$244,649.50 

64,623.00 

104.485.24 

$413,757.74 


$563,866.93 
$150,109.19 


*Includes  fuel  and  oil,  normal  maintenance,  and  engine  overhauls. 
**Includes  costs  for  seasonal  pilots,  insurance,  and  hanger  rental. 


Compiled  by  the  Office  of  the  Legislative  Auditor  from 
Department  of  State  Lands'  and  Statewide  Budgeting  and 
Accounting  records 


The  difference  between  contracted  costs  and  DSL  costs  for  the 
fiscal  years  is  largely  attributed  to  the  increased  use  of  one 
helicopter.   In  fiscal  year  1989-90  the  helicopter  was  used  48.2 
hours;  in  fiscal  year  1990-91  the  same  helicopter  was  used  166.1 
hours.   DSL's  hourly  rate  for  the  aircraft  is  $700  with  fixed  costs 
of  $12,700.  To  contract  for  the  same  helicopter  would  cost  the 
state  approximately  $1,654  an  hour. 
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Purchase  of  Supplies 
During  Fires 


During  some  fire  suppression  situations,  DSL  needs  to  procure 
supplies  and  equipment  on  an  emergency  basis.   Since  supply  and 
equipment  needs  are  not  known  until  the  fire  suppression  situa- 
tion occurs,  officials  indicated  it  is  difficult  to  contract  for 
services  or  supplies.   Also,  the  division  cannot  assure  a 
contractor  a  specific  amount  of  business.   If  possible,  prior  to  the 
start  of  fire  season  Forestry  Division  personnel  will  obtain  signed 
agreements  with  some  local  vendors  describing  the  equipment  or 
food  available,  and  price  ranges. 


To  determine  if  emergency  purchases  are  procured  properly,  we 
reviewed  a  statistical  sample  of  purchases  made  by  Forestry  and 
Field  Operations  Divisions  personnel  for  forestry  activities.   Our 
sample  included  purchases  made  on  an  emergency  basis  during 
fire  suppression  activities. 


Conclusion:   Purchases  are 
in  Compliance  and  Cost 
Effective 


We  found  emergency  purchases  were  made  in  accordance  with 
the  Administrative  Rules  of  Montana  (ARMs),  appropriate 
approvals  were  obtained,  and  additional  purchases  not  needed 
for  the  emergency  were  not  added  to  the  order. 


To  determine  if  contracted  services  were  cost  effective  we 
reviewed  fire  reports  at  several  units  and  one  land  office.   We 
compared  rates  paid  for  contracted  fire  suppression  equipment 
with  pay  requirements  from  the  Interagency  Business  Manage- 
ment Handbook  developed  by  the  National  Wildfire  Coordinat- 
ing Group.  The  rates  in  the  book  were  based  upon  the  amounts 
contractors  in  Montana  and  Idaho  charge  fire  fighting  agencies 
when  suppressing  fires.   We  found  established  contracts  were  at 
the  rate  listed  in  the  handbook,  or  lower. 
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Introduction 


During  our  audit  we  reviewed  various  aspects  concerning  the 
management  of  the  Fire  Management  Program.   This  included 
the  fire  fighting  training  provided  personnel,  documentation  of 
fire  fighting  training  received  by  personnel,  the  process  to 
establish  goals  and  objectives  for  the  program,  and  accuracy  of 
job  descriptions.   The  following  sections  discuss  these  areas  and 
our  findings. 


Fire  Fighter  Training 


Training  of  fire  fighters  is  an  essential  component  of  the 
Department  of  State  Lands'  (DSL)  responsibility  for  fire 
management.   Training  helps  ensure  fire  fighters  are  effective  in 
their  efforts  to  extinguish  fires  while  remaining  safe.   DSL  trains 
people  to  suppress  wildland  fires  and  protect  improvements  from 
wildfire.   Although  the  Fire  Management  Program  allows  for 
protection  of  structures  from  fire,  DSL  trained  fire  fighters  do 
not  have  the  required  training  or  equipment  to  suppress  structure 
fires.   Personnel  are  also  trained  in  first  aid  and  hazard  material 
awareness.   Training  is  geared  for  rapid  detection  and  initial 
attack  of  fires. 


The  department  provides  training  to  approximately  250  seasonal 
and  800  local  government  (county  and  city;  paid  and  volunteer 
fire  department)  fire  fighters  each  year,  plus  approximately  220 
permanent  personnel.   DSL  incorporates  both  classroom  and  field 
training  for  permanent  and  seasonal  employees.  There  is  little 
field  training  for  local  government  fire  fighters  since  most 
training  must  be  conducted  in  the  winter  due  to  other  DSL 
duties  which  must  be  completed  during  the  rest  of  the  year. 

To  determine  the  effectiveness  of  DSL's  training  programs  we 
sent  questionnaires  to  permanent  employees,  seasonal  employees, 
county  fire  wardens,  and  local  government  fire  fighters.   We  also 
attended  the  Basic  Fire  Fighting  course  taught  to  seasonal 
employees. 

Overall,  people  responding  to  the  questionnaire  thought  the 
training  was  effective.   The  following  sections  discuss  the  train- 
ing received  by  the  different  groups,  concerns  identified  from 
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the  surveys,  and  an  issue  we  noted  when  reviewing  documenta- 
tion of  training  received  by  individuals. 


Permanent  Personnel  Permanent  personnel  (including  other  Forestry  Division 

Training  personnel  who  are  not  Fire  Management  Bureau  employees)  are 

trained  for  overhead  positions  under  the  Incident  Command 
System  (ICS)  discussed  in  Chapter  III.    A  person  is  required  to 
work  in  the  position(s)  for  which  he/she  is  qualified  at  least  once 
in  five  years  in  order  to  maintain  credentials.   ICS  training 
classes  are  provided  as  a  coordinated  effort  between  the  state  and 
federal  fire  fighting  agencies. 

Results  of  our  survey  indicate  permanent  personnel  believe  fire 
fighting  training  received  from  DSL  is  effective.   Of  the 
seventy-three  (73)  responses  (we  sent  questionnaires  to  84 
permanent  personnel)  61  indicated  they  participate  in  fire  fight- 
ing and  the  fire  training  program.   Of  those  61  respondents,  59 
indicated  the  subjects  were  presented  in  such  a  manner  so  the 
person  was  able  to  understand  them.   Fifty  (50)  of  the 
respondents  indicated  they  received  training  solely  through  DSL. 
The  majority  of  those  people  thought  the  training  was  effective. 
No  one  rated  the  training  as  not  at  all  effective.   Forty-four  (44) 
of  56  people  indicated  the  formal  training  they  received  related 
to  the  work  they  performed  that  summer.   (For  a  complete 
compilation  of  survey  results  see  Appendix  A.) 

Survey  results  did  indicate  areas  for  improvement.   Permanent 
employees  believe  DSL  needs  to:  1)  train  permanent  personnel  in 
areas  of  safety;  and  2)  analyze  how  many  people  require  training 
in  each  ICS  position.  The  following  sections  discuss  the  areas 
and  our  recommendations. 

Need  for  Safety  Training  Our  survey  of  permanent  personnel  indicated  some  safety  areas 

appear  to  be  stressed  in  training  but  are  not  actually  followed  on 
fires.   Adequate  rest  was  listed  as  not  being  followed  18  percent 
of  the  time.   Department  personnel  indicated  in  some  cases 
adequate  rest  cannot  be  followed  due  to  fires  occurring  before 
seasonal  employees  are  hired  or  after  they  terminate  at  the  end 
of  the  season.   However,  adequate  rest  was  a  concern  of  seasonal 
employees  also.   Our  survey  of  seasonal  personnel  indicated  one 
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of  the  areas  with  the  most  problems  was  adequate  rest.   Fifty- 
two  percent  (32  of  61)  of  the  seasonal  respondents  indicated  a 
problem  in  this  area.   Eleven  percent  of  the  respondents 
indicated  safety  zones  were  not  identified.   Twenty-four 
seasonal  employees  indicated  safety  concerns  occurred  on  fires 
where  DSL  was  responsible  for  directing  fire  suppression 
activities. 

Comments  from  the  permanent  personnel  survey  indicated  some 
mid-  and  upper-level  staff  have  not  received  survival  training, 
and  therefore  may  not  be  aware  of  the  importance  of  adequate 
rest.  The  Forestry  Division's  fire  training  officer  indicated  there 
are  a  large  number  of  people  in  field  offices  and  in  the  division 
who  have  not  received  the  training.   ICS  positions  which  have 
responsibility  for  safety  requirements,  such  as  adequate  rest,  are 
usually  filled  by  mid-  and  upper-level  staff. 

We  informed  the  department  of  respondents'  concerns  pertaining 
to  safety  training.   Department  officials  indicated  the  training 
course  "standards  for  survival"  has  been  instituted  for  both 
seasonal  and  permanent  personnel  that  have  fire  line  duties. 

In  discussing  the  "standards  for  survival"  course  with  bureau 
personnel  we  found  adequate  rest  is  not  directly  addressed  in  the 
course.   We  believe  adequate  rest  should  be  included  in  the 
training  received  by  all  employees  who  have  fire  line  duty. 


Recommendation  #1 

We  recommend  the  Department  of  State  Lands  ensure  fire 
personnel  are  trained  in  all  areas  of  fire  safety. 


Assessment  Needed  of  Our  survey  of  permanent  personnel  indicated  a  need  for  the 

Assigning  Personnel  to  department  to  analyze  who  should  receive  fire  fighting  training 

Fire  Training  Courses  and  what  training  they  should  receive.   Personnel  indicated  fire 

training  is  sometimes  provided  to  people  who  are  not  able  to 
utilize  the  training  due  to  other  job  duties.  Questionnaire  results 
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also  indicated  too  many  people  may  be  trained  for  some  positions 
in  the  ICS  structure.   Both  issues  could  cause  a  person  to  lose 
certification  under  the  ICS.   To  maintain  ICS  credentials  a 
person  must  be  assigned  to  a  fire  in  each  position  for  which  the 
person  is  qualified  at  least  once  every  five  years. 

Questionnaire  results  indicate  18  of  43  DSL  employees  are 
qualified  to  the  Division/Group  Supervisor  level  in  the  ICS. 
This  person  is  responsible  for  more  than  one  strike  team,  and/or 
a  number  of  different  resources.   Per  responses  to  the  question- 
naire, respondents  believe  there  may  be  too  many  people  trained 
at  this  level  because  some  individuals  have  not  been  assigned  as 
Division/Group  Supervisors  on  a  fire. 

Comments  on  the  questionnaire  indicated  people  received  train- 
ing but  could  not  accept  an  assignment  on  a  fire  because  of 
various  other  priorities  at  the  land,  unit,  or  division  office.   An 
analysis  of  training  assignments  would  ensure  fire  training  is 
provided  to  people  who  are  able  to  utilize  the  training.   Also, 
there  are  a  limited  number  of  people  allowed  to  attend  courses 
presented  at  the  interagency  training  center.   An  analysis  would 
ensure  appropriate  people  are  nominated  to  attend  courses  at  the 
center. 

Until  recently,  an  assessment  of  who  should  receive  training  and 
the  type  of  training  required  had  not  been  completed.   Analyzing 
training  needs  was  an  objective  in  the  fiscal  year  1991-92  work- 
plan  of  the  Forestry  Division's  fire  training  officer.   An  avail- 
ability questionnaire  was  sent  to  people  to  determine  if  they  are 
available  for  training. 

We  informed  the  department  of  our  recommendation  for  an 
assessment  of  training  assignments  and  requirements.  The 
department  agreed  with  our  recommendation  and  started 
procedures  for  implementation.   During  a  meeting  in  February 
1992,  Fire  Management  Program  personnel  from  the  division  and 
unit  and  land  offices  recommended  a  "needs  analysis"  working 
team  be  commissioned  under  the  Fire  Advisory  Committee 
(made  up  of  DSL  fire  personnel).  One  mandate  of  the  working 
team  was  to  develop  a  system  for  assigning  training  needs  priori- 
ties to  individuals  for  assignment  of  specific  courses. 


Page  44 


Chapter  IV  -  Management  of  Fire  Protection 


Recommendation  #2 

We  recommend  the  Fire  Management  Bureau  and  Field 
Operations  Division  complete  a  needs  analysis  to  provide 
appropriate  fire  training  to  personnel  available  for  fighting 
fires. 


Seasonal  Personnel  Seasonal  personnel  are  trained  under  a  DSL  developed  training 

Training  program.   Fire  Management  Bureau  training  staff  developed  fire 

fighter  job  performance  requirements  for  seasonal  positions.   Job 
performance  requirements  outline  expectations  for  fire  fighters, 
and  are  the  basis  for  seasonal  training.   Land  office  and  Fire 
Management  Bureau  personnel  provide  seasonal  training.   In 
some  areas,  seasonal  training  for  DSL,  local  government,  and 
federal  workers  are  combined.  Seasonal  personnel  are  trained  in 
prevention,  fire  detection,  and  initial  and  extended  attack  fire 
suppression.  The  primary  emphasis  of  the  training  is  how  to  put 
the  fire  out  and  remain  safe. 

Fire  Management  Bureau  personnel  provide  training  for  Single 
Resource  Bosses  (for  example,  an  engine  boss  commands  an 
engine  and  one  or  two  people),  lookouts,  air  operations 
personnel,  fire  prevention  personnel,  and  Fire  Foremen  (super- 
visor of  several  Single  Resource  Bosses).   Each  of  these  sessions 
is  one  week  long.  Land  offices  train  other  seasonal  workers  in 
basic  fire  fighting  (one  week),  and  try  to  provide  training 
sessions  on  specific  topics  each  week  during  fire  season.   Weekly 
training  is  hampered  if  there  are  fires  to  suppress. 

Overall,  the  results  of  our  survey  indicated  seasonal  fire  fighters 
thought  training  they  received  from  DSL  was  effective.   Sixty- 
one  (61)  of  69  respondents  to  the  question  indicated  the  formal 
training  they  received  prepared  them  for  the  job  they  were 
required  to  perform.   Fifty-nine  (59)  of  64  respondents  said  the 
formal  training  they  received  related  to  the  work  they  performed 
that  summer.   When  asked  to  rate  the  effectiveness  of  training 
provided  by  DSL,  the  majority  of  respondents  rated  the  training 
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as  effective.  The  majority  of  respondents  also  indicated  that, 
overall,  the  fire  training  they  received  was  effective.  Sixty-nine 
(69)  of  72  respondents  indicated  subjects  were  presented  in  such 
a  manner  so  the  person  was  able  to  understand  the  subjects.   (For 
a  complete  compilation  of  survey  results  see  Appendix  B.) 


Conclusion:   Seasonal  Fire 
Fighting  Training 
Effective 


Based  upon  the  results  of  our  survey  of  seasonal  personnel,  and 
attendance  at  a  basic  fire  fighting  training  course,  we  deter- 
mined DSL  provides  training  to  seasonal  fire  fighters  which 
prepares  them  for  the  jobs  they  perform. 


Local  Government  Fire 
Fighter  Training 


DSL  provides  wildland  training  to  county,  city,  paid,  and 
volunteer  fire  department  fire  fighters  (collectively  known  as 
local  government  fire  fighters).  These  groups  fight  fires  in  their 
local  areas,  and  may  be  hired  by  DSL  to  work  on  fires  when  DSL 
or  a  federal  agency  requires  assistance.  This  program  has  proved 
to  be  an  effective  way  to  develop  fire  fighting  resources  within 
the  state. 


County  cooperative  training  is  provided  by  fire  personnel  in  all 
the  land  offices.   Land  office  staff  use  a  training  program 
developed  by  the  Fire  Management  Bureau.   There  are  three 
primary  courses:  Basic  Wildland  Fire  Fighting,  Initial  Attack 
Incident  Management,  and  Multi-Resource  Incident  Manage- 
ment. 

Results  of  our  survey  sent  to  local  government  fire  fighters  and 
county  fire  wardens  indicate  people  believe  training  received 
from  DSL  is  effective.   One  hundred  fifteen  (115)  of  the  186 
local  government  people  sent  surveys  responded.   Thirty-two 
(32)  of  the  47  county  fire  advisors  sent  surveys  responded.   One 
hundred  twenty-three  (123)  of  138  respondents  of  both  survey 
groups  indicated  the  training  prepared  them  for  the  job  they 
were  required  to  do  in  wildland  fire  fighting.   The  majority  of 
respondents  in  both  survey  groups  indicted  they  thought  training 
received  from  DSL  was  effective.   One  hundred  thirty-two  (132) 
of  132  respondents  of  both  groups  indicated  subjects  were 
presented  in  such  a  manner  so  the  person  was  able  to  understand 
the  subjects.   (For  a  complete  compilation  of  local  government 
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fire  fighter  survey  results  see  Appendix  C.   Appendix  D  contains 
results  of  the  county  fire  warden  survey.) 

In  our  questionnaire  we  asked  if  fire  fighters  were  provided 
protective  gear  and  if  it  was  worn.   Protective  gear  includes 
Nomex  clothing,  hardhats,  gloves,  and  leather  boots.   Seventy- 
nine  (79)  of  1 12  local  government  fire  fighters  indicated 
wildland  protective  gear  was  provided.   Fifteen  (15)  of  30  county 
fire  wardens  indicated  the  county  provided  wildland  protective 
gear.  Sixty-seven  percent  (70  of  104  respondents)  indicated  the 
gear  was  worn  75  to  100  percent  of  the  time  when  fighting  fires. 
During  a  visit  to  a  fire  we  noticed  fire  fighters  were  not  wearing 
appropriate  protective  gear  for  fighting  wildland  fires. 

DSL  can  not  require  protective  clothing  be  purchased  and  worn 
during  fire  suppression  activities  for  which  the  local  government 
organization  is  responsible  since  DSL  has  no  direct  supervisory 
authority  over  local  government  fire  fighting  personnel.   If  DSL 
hires  local  government  fire  fighters  to  fight  a  fire  for  which  DSL 
or  a  federal  agency  is  responsible  for  suppression,  DSL  can 
require  fire  fighters  to  wear  protective  gear  appropriate  for 
fighting  wildland  fires.  Training  stresses  the  use  of  proper 
protective  gear  when  fighting  wildland  fires. 


Docnmentation  of  Fire 
Fighting  Training 
Qualifications 


During  our  audit  we  reviewed  documentation  of  training 
received  by  seasonal  and  local  government  personnel.   We  found 
DSL  does  not  have  any  policies  requiring  retention  of  training 
documentation  of  seasonal  and  local  government  fire  fighters. 
We  also  found  documentation  of  wildland  training  received  by 
seasonal  and  local  government  fire  fighters  which  is  retained  is 
not  consistent  between  field  offices. 


Documentation  of  training  should  be  retained  for  a  number  of 
reasons.   Adequate  training  records  are  needed  to  ensure  people 
are  assigned  to  fire  fighting  positions  for  which  they  are  quali- 
fied, and  pay  rates  are  appropriate  for  local  government  fire 
fighting  personnel  helping  DSL  suppress  a  fire.   Documentation 
also  ensures  the  person  received  adequate  training  to  protect  the 
person  from  injury. 
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Of  the  seven  field  offices  reviewed,  two  maintained  documenta- 
tion of  seasonal  fire  fighter  qualifications  and  training  in 
personnel  files,  two  kept  course  rosters  only,  and  two  had  other 
documentation,  such  as  a  computer  file.   One  did  not  document 
seasonal  training  and  qualifications.   For  local  government  fire 
fighters,  we  found  three  land  offices  maintain  records  of  local 
government  fire  training  by  county,  by  fire  department,  includ- 
ing which  sections  of  training  courses  local  government  fire 
fighting  personnel  attended.   Two  land  offices  are  relatively  new 
to  the  program  and  are  working  on  developing  a  documentation 
system  at  this  time.  One  land  office  only  maintains  rosters 
indicating  people  who  registered  for  training  courses  offered  by 
DSL. 


DSL  also  does  not  keep  records  of  structural  fire  qualifications 
for  individual  local  government  fire  fighters.   Structural  qualifi- 
cations may  influence  local  government  fire  fighter  positions  and 
pay  rates  on  DSL  fires.   DSL  relies  on  local  Fire  Chiefs  to 
verbally  certify  structural  qualifications. 

We  found  Fire  Management  Bureau  personnel  have  not  provided 
guidance  regarding  what  documentation  field  office  personnel 
should  maintain  for  seasonal  and  local  government  fire  fighters. 
Some  field  office  fire  managers  indicated  they  do  not  maintain 
separate  documentation  because  seasonal  fire  fighters  are  only 
employed  for  one  or  two  seasons.   Others  said  there  was  no 
system  to  document  seasonal  fire  fighter  qualifications  so  they 
created  their  own  system. 

Fire  Management  Bureau  staff  developed  a  computer  program 
for  documenting  training  received  by  local  government  fire 
fighting  personnel,  but  the  program  is  not  a  required  format  and 
some  field  offices  do  not  use  it.   Currently  the  State  Fire  Chief's 
Association,  the  State  Fire  Warden's  Association.  DSL,  and  other 
organizations  are  working  on  developing  training  and  documen- 
tation standards  for  local  government  fire  fighters.   Since  results 
of  the  development  of  documentation  standards  are  unknown, 
DSL  has  not  made  a  formal  decision  regarding  maintenance  of 
wildland  training  documentation  for  local  government  fire 
fighters. 
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We  informed  the  department  of  our  concern  pertaining  to  lack  of 
and/or  inconsistent  documentation  of  seasonal  and  local  govern- 
ment fire  fighting  training.   The  department  indicated  a 
computer  based  documentation  system  will  be  distributed  to  land 
offices  to  use  as  a  standard  format  for  training  and  determining 
seasonal  fire  fighter  qualifications.  The  workplan  for  the  Fire 
Management  Bureau  Training  Supervisor  includes  a  task  to 
develop  Fire  Management  Training  Standards  and  Guidelines. 
Record  keeping  processes  for  all  fire  fighters  will  be  established 
within  these  standards  and  guidelines. 


Recommendation  #3 

We  recommend  Fire  Management  Bureau: 

A.  Develop  policies  concerning  documenting  training 
received  by  seasonal  and  local  government  fire 
fighters; 

B.  Develop  a  standard  format  for  documenting  training 
received  by  seasonal  and  local  government  fire 
fighters;  and 

C.  Provide  formal  guidance  to  land  and  unit  offices 
concerning  documentation  requirements. 


Establishment  of 
Program  Goals  and 
Objectives 


Each  spring  Fire  Management  Bureau  personnel  develop  goals 
and  objectives  for  the  bureau  and  each  land  office.  The  goals 
include  such  things  as: 


maintain  and  manage  the  Federal  Excess  Property  Program, 
complete  annual  equipment  inspections, 
conduct  Keep  Montana  Green  poster  contest  per  guide- 
lines. 

enforce  the  Montana  forest  fire  rules,  regulations,  and 
statutes, 
maintain  and  implement  fire  mobilization  standards. 
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Objectives  provide  detail  as  to  what  must  be  done  to  accomplish 
the  goal.   The  land  office  responsible  for  accomplishing  the 
objective  is  indicated  since  not  all  objectives  are  applicable  to 
each  land  office.   Examples  of  objectives  include: 

screen,  procure  and  distribute  federal  excess  property  from 
various  military  bases. 

prepare,  maintain  and  inspect  all  county  cooperative 
equipment  to  levels  specified  in  plans, 
distribute  Keep  Montana  Green  poster  contest  announce- 
ments to  schools  and  fire  departments, 
issue  burn  permits  within  direct  protection  units  when 
appropriate,  and  inspect  questionable  requests. 
update  land  office  fire  mobilization  guides. 

The  goals  and  objectives  are  prioritized  by  bureau  personnel. 
Upon  development  of  goals  and  objectives,  bureau  personnel 
visit  each  land  office  to  discuss  the  goals  and  objectives  for  that 
land  office.   Bureau  personnel  then  finalize  the  goals  and 
objectives  and  send  a  copy  to  each  land  office. 

In  December,  land  office  managers  submit  a  report  to  the  bureau 
showing  mid-year  accomplishments  of  the  objectives.   Bureau 
and  division  personnel  meet  to  determine  if  items  need  to  be  re- 
prioritized  or  deleted.   At  year  end,  land  office  accomplishments 
for  the  entire  year  are  determined  and  a  report  submitted  to  the 
bureau  for  review. 


Conclusion:   Goals  and  We  discussed  the  process  of  establishing  goals  and  objectives 

Objectives  Useful  with  land  office  personnel  and  overall  they  found  the  general 

Management  Tool  planning  process  was  a  useful  management  tool.   The  spring 

meetings  allow  for  communication  between  field  and  bureau 
staff.  The  meetings  provide  field  personnel  an  opportunity  to 
discuss  the  goals  and  objectives  with  bureau  personnel  and 
discuss  any  problems  and  concerns.  The  mid-year  and  year-end 
accomplishment  report  allows  personnel  to  determine  if 
objectives  are  met,  and  if  any  changes  are  needed  in  priorities. 
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Position  Descriptions 
Accurately  Describe  Job 
Duties 


As  part  of  our  audit  we  compared  position  descriptions  of  a 
sample  of  Fire  Management  Program  employees  to  job  duties  to 
determine  if  position  descriptions  were  accurate.   We  reviewed 
position  descriptions  for  three  Fire  Management  Bureau 
employees  and  six  Field  Operations  Division  employees.   We 
found  position  descriptions  accurately  reflect  duties  performed 
by  all  employees  tested. 
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Introduction  The  Forestry  Division  and  Field  Operations  Division,  Depart- 

ment of  State  Lands  (DSL),  operate  microcomputer  applications 
using  stand-alone  computers  and  local  area  networks.   Local  area 
networks  (LANs)  connect  two  or  more  personal  computers 
(workstations)  and  other  peripherals  (printers,  disk  drives,  etc.) 
to  a  central  piece  of  hardware  called  a  file  server.   LANs  provide 
more  storage  capacity  than  stand-alone  computers  and  allow 
users  to  share  data  in  secured  environments.  The  divisions 
operate  LANs  in  Kalispell  and  Missoula. 

During  our  audit  we  reviewed  controls  over  microcomputers  at 
the  Forestry  Division,  and  the  Northwest  Land  Office  and 
corresponding  units.   We  reviewed  microcomputer  controls  since 
DSL  staff  make  management  decisions  based  upon  information 
produced  by  a  number  of  different  computer  applications. 

We  also  reviewed  specific  mainframe  general  controls  and  appli- 
cation controls  over  the  Fire  Assessment  and  Fire  Statistics 
applications.   We  reviewed  the  Fire  Assessment  application 
because  people  could  be  assessed  an  incorrect  amount  if  the 
program  was  not  properly  working.  We  reviewed  the  Fire 
Statistics  application  to  ensure  statistics  generated  were  accurate. 

In  addition  to  spreadsheet  and  word  processing  applications,  the 
divisions  operate  numerous  applications  on  the  local  area  net- 
work and  stand-alone  computers.   Examples  of  applications 
include: 

Burn  Permits  -  records  burn  permits  issued  by  the  Kalispell  Unit 
Office  to  private  citizens  and  logging  companies  during  the  fire 
season.  This  application  automatically  prints  the  permit, 
produces  mailing  labels,  and  accounts  for  permit  revenue. 

Log  Scaling  -  records  the  volume  of  timber  cut  from  school  trust 
forest  land  and  accounts  for  logging  sales  in  the  Northwest  Land 
Office  area. 

Hazard  Reduction  Agreements  -  provides  accounting  and 
management  information  pertaining  to  agreements  between 
individuals  logging  on  private  forest  land  and  the  Forestry 
Division  to  reduce  the  fire  hazard  resulting  from  logging  opera- 
tions. 
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Nursery  Inventory  -  processes  and  accounts  for  all  tree  orders, 
maintains  a  current  inventory  of  nursery  stock,  and  facilitates 
delivery  and  shipping. 

Fire  Assessments  -  tracks  ownership  of  land  for  purposes  of 
assessing  fire  protection  fees.   Information  from  the  micro- 
computer is  uploaded  to  the  mainframe  computer  maintained  by 
the  Department  of  Administration  in  Helena  for  fee  calculation 
and  printing  of  reports. 

Fire  Statistics  -  accumulates  fire  data  such  as  size,  cause,  loca- 
tion, etc.,  and  produces  statistical  reports  used  by  management  to 
develop  forest  fire  prevention  strategies. 

The  following  sections  discuss  our  findings  concerning  controls 
over  microcomputers  and  our  review  of  the  Fire  Assessment  and 
Fire  Statistics  applications. 


Controls  Over 
Microcomputers 


Proper  microcomputer  controls  provide  for: 

some  type  of  needs  analysis  study  for  microcomputer 

hardware  and  software  acquisitions  to  ensure  cost-effective 

and  coordinated  purchases. 

clear  lines  of  authority  so  microcomputer  users  know  who 

to  contact  for  support. 

adequate  software  inventories  to  control  assets. 

microcomputer  maintenance  procedures  to  ensure 

continued  operations. 

sufficient  training  for  microcomputer  users  to  provide  for 

more  efficient  and  effective  use  of  resources. 

implementation  and  enforcement  of  security  measures  over 

access  to  application  programs,  software,  and  data. 

written  disaster  recovery  procedures. 

documentation  of  applications  developed  by  division  staff. 


DSL  created  a  Data  Processing  Management  Group  to  facilitate 
development  and  implementation  of  the  department's  mainframe 
and  microcomputer  policies.   Members  consist  of  the  depart- 
ment's data  processing  management  personnel  and  five  division 
administrators,  including  Forestry  and  Field  Operations 
Divisions.  The  Data  Processing  Management  Group  sets  depart- 
ment policy  concerning  purchase  of  microcomputer  equipment, 
system  development  and  enhancement  projects,  and  coordinates 
training  and  support  for  microcomputer  users. 
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The  following  sections  discuss  our  audit  findings  pertaining  to 
controls  over  microcomputers. 


Needs  Analysis  Helps 
Ensure  Compatible  Equip- 
ment and  Software 


Proper  needs  analysis  aids  the  department  in  determining:   if 
sufficient  funding  is  available  to  acquire  and  maintain  equip- 
ment; the  cost/benefit  of  considered  equipment;  compatibility  of 
hardware  and  software;  required  equipment  maintenance;  and 
training  for  agency  personnel. 


We  reviewed  Data  Processing  Management  Group  meeting 
minutes  and  determined  the  Data  Processing  Management  Group 
reviews  and  approves  division  requests  for  purchases  of  micro- 
computer equipment  and  software,  and  reviews  training 
provided  to  microcomputer  users.   Funding  availability  is 
completed  by  the  appropriate  division  administrator  before  the 
Data  Processing  Management  Group  reviews  the  proposal.    We 
found  this  review  helps  ensure  the  Forestry  and  Field  Operations 
Divisions  obtain  compatible  equipment  and  software  which 
meets  microcomputer  users'  needs. 


Lines  of  Authority  for 
Microcomputer  Support 
Need  Clarification 


We  asked  microcomputer  users  at  the  Forestry  Division  and 
Northwest  Land  Office  who  they  rely  on  for  microcomputer 
support  to  determine  if  there  were  clear  lines  of  authority. 
Forestry  Division  and  Northwest  Land  Office  officials  indicated 
they  did  not  know  who  was  responsible  for  microcomputer 
support  after  a  Forestry  Division  System  Analyst  position  located 
in  Missoula  was  vacated.  The  System  Analyst  was  a  member  of 
the  Data  Processing  Management  Group  and  supported  the 
divisions'  local  area  networks  (LANs)  and  microcomputer  activi- 
ties by  providing  analyses,  programming,  planning,  acquisition, 
training,  and  trouble  shooting  for  microcomputer  users  in 
Missoula  and  Kalispell.  The  Centralized  Services  Division's 
Programmer  Analyst  and  System  Analyst,  located  in  Helena, 
indicated  they  had  assumed  responsibility  for  microcomputer 
support  but  were  unable  to  devote  adequate  time  to  micro- 
computer users'  needs. 

We  determined  Forestry  Division  personnel  had  difficulty  obtain- 
ing help  from  the  Helena  office  and,  as  a  result,  relied  on 
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Forestry  Division  employees  in  Missoula  to  provide  micro- 
computer assistance  and  maintain  the  local  area  network.  These 
employees  assumed  the  additional  responsibilities  which  were  not 
part  of  their  regular  job  duties.   A  Forestry  Division  official 
indicated  the  additional  responsibilities  prevented  the  employees 
from  completing  projects  related  to  their  regular  duties  in  a 
timely  manner. 

We  believe  the  Data  Processing  Management  Group  has  not 
provided  sufficient  direction  and  support  to  the  Forestry 
Division  microcomputer  users.   Department  officials  indicated 
they  hired  a  new  System  Analyst  located  in  Missoula. 


Software  Inventory  Could  To  determine  whether  Forestry  Division  and  Northwest  Land 

be  Improved  Office  personnel  had  installed  software  in  accordance  with  the 

vendor's  license  agreements,  we  asked  for  current  inventory 
listings  of  all  software  DSL  owns  and  the  computer  hardware 
where  the  software  was  installed  at  those  two  locations.   Officials 
at  both  locations  did  not  have  a  complete  or  updated  software 
inventory  listing  and,  as  a  result,  we  were  unable  to  determine 
whether  software  was  installed  in  accordance  with  licensing 
agreements.   DSL's  Information  Processing  Policy  manual  states 
the  local  system  administrator  at  each  location  is  responsible  for 
maintaining  a  complete  and  current  listing  of  computer  software. 
The  local  system  administrator  oversees  use  of  a  microcomputer 
system,  ensures  security,  and  coordinates  use  of  microcomputers. 

Failure  to  maintain  an  adequate  inventory  system  increases  the 
potential  for  microcomputer  software  to  be  misplaced,  lost  or 
stolen.   Incomplete  records  could  result  in  software  installation 
which  is  not  in  compliance  with  copyright  laws  and  could 
subject  the  state  to  potential  lawsuits.  The  divisions  should 
maintain  current  inventory  listings  of  software  to  ensure  soft- 
ware is  installed  in  accordance  with  the  vendor's  licensing 
agreement. 
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Maintenance  is  Assuring 
Continued  Operation 


We  asked  Forestry  Division  and  Northwest  Land  Office  officials 
to  describe  their  procedures  which  ensure  continued  operation  of 
computer  hardware  and  reduce  the  chance  of  breakdowns. 
Maintenance  of  microcomputers  ranges  from  daily  upkeep 
(cleaning,  dusting,  etc.),  to  actual  repair  of  microcomputers.   A 
Northwest  Land  Office  official  determined  maintenance 
contracts  for  most  computer  hardware  are  not  cost-effective  and, 
therefore,  they  repair  equipment  as  necessary.   A  Forestry 
Division  official  indicated  the  division's  file  server  and  printers 
are  covered  by  a  maintenance  contract  because  the  equipment 
has  been  prone  to  failure.  The  official  indicated  he  cleans 
equipment  each  time  staff  return  the  equipment  after  using  it  in 
the  field.   We  believe  maintenance  procedures  followed  by  the 
Forestry  and  Field  Operations  Divisions  are  sufficient  to  ensure 
continued  operation  of  computer  hardware. 


Training  Meets  Needs 


We  asked  Forestry  Division  and  Northwest  Land  Office  officials 
about  training  provided  to  microcomputer  users  to  determine 
whether  they  have  any  training  system  established.  The  officials 
indicated  microcomputer  users  receive  in-house  training  from 
knowledgeable  employees  or  through  Information  Services 
Division,  Department  of  Administration.   Training  is  provided  as 
needed  for  new  employees,  or  when  new  software  or  hardware  is 
installed.   We  believe  the  divisions'  training  procedures  meet  the 
needs  of  its  microcomputer  users. 


Access  and  Security 
Controls  Could  be 
Improved 


We  reviewed  access  controls  in  place  over  data  and  programs 
stored  on  the  local  area  networks  (LANs)  and  stand-alone 
computers  at  Forestry  Division  and  Northwest  Land  Office.  The 
Forestry  Division  operates  a  LAN  for  division  and  bureau  staff 
use  in  Missoula.   The  Northwest  Land  Office  uses  a  LAN  in 
Kalispell.   Although  users  must  enter  a  password  to  obtain  access 
to  data  stored  on  the  network,  the  divisions  have  not  imple- 
mented additional  controls  which  require  users  to  change  pass- 
words or  limit  the  number  of  attempts  to  access  the  networks. 
We  also  determined  Forestry  Division  does  not  use  access 
controls  for  the  Nursery  Inventory  application  residing  on  a 
stand-alone  computer. 
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Without  effective  access  controls  over  microcomputers,  an 
unauthorized  person  could  gain  access  to  applications  and 
intentionally  or  unintentionally  alter  or  destroy  information.   For 
example,  an  individual  could  access  ownership  records  in  the 
Fire  Assessment  application  and  change  the  forest  fire  protection 
fee  calculation.  Inventory  and  billing  records  for  the  Nursery 
Inventory  application  may  also  be  altered  or  destroyed.   During 
our  audit,  we  accessed  the  Forestry  Division's  network  by  guess- 
ing an  employee's  password.   We  determined  we  could  have 
made  changes  to  Fire  Assessment  data  stored  on  the  network  and 
on  the  mainframe  in  Helena. 

The  divisions  should  use  password  controls  built  into  local  area 
network  software.  These  network  controls  provide  access 
protection  by  requiring  a  user  to  change  his  or  her  password 
regularly  and  by  limiting  the  number  of  times  a  user  can  attempt 
to  guess  a  password.   Similar  controls  should  also  be  implemented 
for  applications  operated  on  stand-alone  computers. 


Software  and  Data 
Security  Could  be 
Strengthened 


We  reviewed  Forestry  Division  and  Northwest  Land  Office 
procedures  which  ensure  software  and  data  are  backed  up  regu- 
larly and  stored  in  secure  locations  to  prevent  accidental  loss. 
We  determined  officials  in  both  locations  consistently  back  up 
software  and  data  on  a  regular  basis.   The  local  system 
administrator  at  the  Northwest  Land  Office  alternates  diskettes 
for  backup  of  software  and  data  maintained  on  its  local  area 
network,  but  stores  the  diskettes  on  a  desk  in  a  locking  storage 
case.    DSL's  Information  Processing  Policy  manual  requires 
backup  for  the  total  system  and  user  directories  be  stored  offsite. 
Backup  software  and  data  could  be  lost,  stolen  or  destroyed  if 
not  stored  in  a  secure  location.   Unless  backup  copies  of  data  are 
stored  offsite.  Northwest  Land  Office  could  lose  software  and 
data  due  to  damage  at  the  microcomputer  site  from  fire, 
flooding,  and  other  reasons. 


The  Forestry  Division  also  does  not  protect  all  of  its  software 
from  theft  or  loss.   We  observed  unsecured  copies  of  Novell 
Netware,  Lotus,  and  WordPerfect  software  located  in  two  offices 
at  Forestry  Division.  Software  which  is  not  stored  in  a  secure 
location  could  be  lost,  stolen,  illegally  copied,  or  destroyed.  The 
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divisions  should  implement  stronger  security  controls  over 
software  and  data. 


Disaster  Recovery  Should 
be  Formalized 


To  determine  if  the  Northwest  Land  Office  and  the  Forestry 
Division  had  disaster  recovery  plans  we  interviewed  appropriate 
department  personnel  and  asked  for  documentation  to  review  the 
plans.   We  found  neither  the  division  nor  the  land  office  had 
written  disaster  recovery  plans  for  applications  stored  on  local 
area  networks.  Critical  applications  such  as  Burn  Permits,  Fire 
Assessments,  Nursery  Inventory,  and  Fire  Statistics  applications 
are  operated  on  local  area  networks. 

We  determined  the  divisions  have  informal  recovery  procedures 
for  software  and  data  but  microcomputer  users  are  not  aware  of 
the  procedures.  If  a  breakdown  of  the  network  occurs, 
knowledgeable  personnel  may  not  be  available  to  restore  applica- 
tions to  operating  capacity.   Written  procedures  would  be  useful 
in  the  absence  of  knowledgeable  personnel.  Section  1-0240.00, 
Montana  Operations  Manual  (MOMs),  outlines  agency  responsi- 
bilities concerning  disaster  recovery.  The  department's  Informa- 
tion Processing  Policy  manual  does  not  address  disaster  recovery 
planning.   The  Data  Processing  Management  Group  should 
update  the  Information  Processing  Policy  manual  to  address 
disaster  recovery  planning  and  ensure  procedures  are  communi- 
cated to  microcomputer  users. 


Application  Documenta- 
tion Should  be  Established 


When  reviewing  application  documentation,  we  noted  the  two 
divisions  do  not  have  documentation  for  several  critical  applica- 
tions operated  on  the  local  area  networks.   The  Fire  Statistics, 
Burn  Permits,  and  Log  Scaling  applications  were  developed  by 
Forestry  and  Field  Operations  Divisions  employees.   Forestry 
Division  uses  the  Fire  Statistics  application  to  track  seasonal  fire 
data  but  does  not  have  documentation  which  explains  system 
operation  and  problem  definitions.   Field  Operations  Division 
uses  the  Log  Scaling  and  Burn  Permits  applications  but  does  not 
have  user  manuals  or  system  documentation. 

The  department's  Information  Processing  Policy  manual  requires 
personal  computer  applications  be  documented  and  kept  up-to- 
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date  whenever  changes  are  made.  The  policy  manual  provides 
forms  and  instructions  for  documentation  and  indicates  much  of 
the  documentation  can  be  produced  directly  from  the  computer. 
Without  documentation,  officials  may  be  unable  to  diagnose 
application  errors.   Failure  to  maintain  adequate  documentation 
could  cause  data  to  be  misunderstood  and  misused  by  Forestry 
Division  and  Field  Operations  Division  personnel.   We  believe 
current  and  complete  application  documentation  should  be 
established  for  the  divisions'  computer  applications. 


Summary  We  believe  the  Data  Processing  Management  Group  should  take 

an  active  role  over  microcomputer  use.    Although  DSL  has  a 
policy  manual  which  discusses  most  microcomputer  controls,  we 
determined  several  microcomputer  users  have  not  read  the 
manual.  Our  findings  concerned:   unclear  lines  of  authority; 
incomplete  software  inventories  to  control  assets;  lack  of 
enforcement  of  security  measures  over  access  to  application 
programs,  software  and  data;  and  informal  disaster  recovery 
procedures.  These  findings  resulted  because  Forestry  Division 
and  Field  Operations  Division  microcomputer  users  are  unaware 
of  and/or  have  not  implemented  the  department's  micro- 
computer policies.   An  employee  indicated  the  microcomputer 
policy  guidelines  for  system  development  and  application  docu- 
mentation are  out-of-date. 

We  notified  the  department  of  our  recommendation  concerning 
controls  over  microcomputers.   In  response  to  our  findings, 
department  officials  agreed  to  revise  DSL's  Information  Process- 
ing Policy  and  distribute  the  policy  to  individual  microcomputer 
users.   The  officials  also  indicated  the  Data  Processing  Manage- 
ment Group  will  take  a  more  active  role  over  microcomputer  use 
and  controls. 
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Recommendation  #4 

We  recommend  the  Department  of  State  Lands'  Data 
Processing  Management  Group  take  a  more  active  role  over 
microcomputer  use  by: 


A. 


Updating  the  Information  Processing  Policy  manual 
to  include  all  controls  over  microcomputers;  and 

Ensuring  policies  and  procedures  are  communicated 
and  implemented  within  Forestry  Division  and  Field 
Operations  Division. 


Fire  Assessment 
Computer  Program 


As  discussed  in  Chapter  II,  private  landowners  are  assessed  for 
fire  protection  if  they  are  in  a  forest  fire  district  or  an  affidavit 
unit.   By  statute,  the  state  can  assess  no  greater  than  one-third  of 
the  fire  budget,  not  including  actual  fire  suppression  costs,  from 
private  owners  of  land  classified  for  fire  protection  purposes. 


Fire  Management  Bureau  maintains  listings  of  approximately 
45,000  landowners  in  the  state  with  land  classified  for  fire 
protection  purposes.   Bureau  personnel  visit  county  courthouses 
to  review  records  of  land  classified  for  fire  protection  purposes 
to  determine  ownership.  Information  pertaining  to  assessment 
data,  including  landowner  changes,  is  entered  into  a  personal 
computer  (PC).  The  PC  is  used  to  update  data  maintained  on  the 
mainframe  computer  operated  by  the  Department  of  Adminis- 
tration (DofA)  in  Helena. 


The  DofA  mainframe  computer  program  calculates  rates  and 
prints  reports.  Reports  are  sent  to  the  protection  agency  (i.e., 
DSL  unit  offices,  federal  fire  agencies,  or  counties),  DSL  land 
offices,  and  any  landowner  requesting  a  printout.   Fire  Manage- 
ment Bureau  staff  use  the  reports  to  compare  anticipated 
collections  from  each  county  to  the  amount  actually  received; 
analyze  trends  to  identify  potential  monthly  collections;  and 
verify  collections  are  distributed  to  the  proper  agency  which 
protects  the  land  from  fire. 
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DSL  must  also  send  each  county  a  certified  copy  of  assessments 
for  that  county.  The  county  then  bills  for  assessments  with 
property  taxes.   All  payments  go  to  the  county  treasurers.  The 
treasurers  remit  payments  to  the  State  Treasurer,  Department  of 
Administration,  which  transfers  the  money  to  DSL. 

Minimum  assessments  are  currently  set  at  $20  for  each 
landowner  and  not  more  than  an  additional  20  cents  per  acre  per 
year  for  each  acre  in  excess  of  20  acres.   The  department  can 
adjust  the  assessment  rate  up  to  the  maximum  in  order  to  collect 
the  amount  necessary  to  fund  one-third  of  the  budget,  in  accor- 
dance with  state  statute. 

The  following  sections  discuss  our  review  of  general  controls 
over  the  mainframe  and  application  controls  over  the  Fire 
Assessment  computer  application. 


Mainframe  General 
Security  and  Environ- 
mental Controls 


Security  and  environmental  controls  provide  protection  against 
accidental  loss  or  destruction  of  records  and  ensure  continuous 
operation  of  the  function.   During  our  central  review  of  the 
mainframe  computer  we  determined  data  on  the  mainframe  is 
backed  up  on  a  regular  basis  and  the  information  is  stored  in  a 
location  separate  from  the  computer. 


However,  there  is  a  concern  with  lack  of  a  documented  disaster 
recovery  plan.   Although  the  division  has  informal  procedures. 
Forestry  Division  does  not  have  a  documented  disaster  recovery 
plan  which  addresses  how  the  division  would  recover  and  process 
assessment  data  in  the  event  the  mainframe  computer  application 
was  unable  to  operate.  (Lack  of  a  disaster  recovery  plan  for  the 
PC  was  discussed  on  page  59).   There  should  be  some  method  to 
ensure  continuity  of  operations  after  major  destruction  of  files 
or  hardware  breakdown.   These  controls  include  documented  and 
tested  emergency  procedures. 

Information  Services  Division  (ISD),  Department  of  Administra- 
tion, provides  backup  of  data  sent  by  Forestry  Division  to  the 
mainframe  computer.   A  DSL  official  indicated  the  Forestry 
Division  relies  on  ISD  to  recover  the  Fire  Assessment  application 
in  the  event  of  a  mainframe  disaster.   However,  if  ISD  could  not 
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recover  the  mainframe  application,  the  division  would  be  unable 
to  complete  the  assessment  calculations  in  a  timely  manner.  The 
Forestry  Division  should  develop  alternative  procedures  to 
follow  if  ISD  could  not  recover  the  Fire  Assessment  application. 
Alternative  backup  and  recovery  procedures  for  the  mainframe 
application  would  ensure  processing  could  be  completed  in 
accordance  with  state  law.   Documented  procedures  would  be 
useful,  particularly  during  fire  season,  when  personnel  know- 
ledgeable about  the  system  could  be  assigned  to  suppress 
wildfires. 


We  informed  the  division  of  the  need  for  a  documented  disaster 
recovery  plan.   Department  officials  indicted  they  agreed  with 
our  recommendation  and  started  writing  a  plan. 


Recommendation  #5 

We  recommend  the  Department  of  State  Lands  document 
and  test  backup  and  recovery  procedures  for  the  mainframe 
computer  Fire  Assessment  application. 


Mainframe  Access  Access  controls  safeguard  computer  resources,  data,  and 

Controls  programs  against  improper  or  unauthorized  use.   ISD  provides 

software  called  Access  Control  Facility-2  (ACF2)  for  the 
protection  of  data  stored  on  the  central  mainframe  computer. 
Agency  security  officers  are  required  to  write  rules  using  ACF2 
to  designate  who  is  permitted  to  access  which  datasets  and 
records,  and  who  uses  specific  billing  numbers. 

The  Fire  Assessment  mainframe  computer  application  is 
protected  by  ACF2  password  protection  which  requires  Fire 
Management  Bureau  officials  to  enter  a  valid  logon  identifica- 
tion number,  password,  and  billing  account  number.  The  DSL 
security  officer  reviews  daily  ACF2  reports,  provided  by  ISD,  to 
identify  unauthorized  activity  of  DSL  mainframe  applications 
and  billing  numbers. 
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We  determined  the  department's  ACF2  security  rule  does  not 
limit  access  to  only  those  DSL  employees  required  to  use  the 
application  to  perform  their  job  duties.   In  addition,  the  rule 
does  not  prevent  unauthorized  use  of  the  billing  account  number. 
DSL  mainframe  users  could  access  the  application  datasets  and 
make  changes  to  the  data  without  Forestry  Division  officials' 
knowledge.   ISD  technical  personnel  have  unlimited  access  to  the 
assessment  computer  program  but  their  access  to  the  application 
is  logged  so  DSL  knows  if  they  accessed  the  application. 
Forestry  Division  could  also  be  charged  for  unauthorized  billings 
to  the  Fire  Assessment  application  and  the  ACF2  report  would 
not  identify  the  charges. 

We  also  determined  the  security  does  not  record  access  to  the 
Fire  Assessment  mainframe  computer  application  by  DSL 
employees,  including  the  security  officer,  and  an  ISD  system 
development  programmer  analyst.   Unless  mainframe  access  is 
logged,  DSL  officials  cannot  use  the  ACF2  reports  to  monitor 
access  to  the  Fire  Assessment  application  and  associated 
processing  charges. 

Electronic  Data  Processing  (EDP)  general  controls  over  computer 
applications  and  data  suggest  agency  managers  limit  access  to 
application  programs  and  datasets  to  those  persons  requiring  it  in 
the  performance  of  their  duties.   In  addition,  Montana  Opera- 
tions Manual  1-0250.00  states  each  department  head  is 
responsible  for  assuring  an  adequate  level  of  security  for  all  data 
and  information  technology  resources  within  the  department. 
The  policy  also  requires  periodic  internal  evaluations  of  the 
security  program  for  data  and  information  technology  resources. 

Fire  Management  Bureau  personnel  believed  access  to  the  Fire 
Assessment  application  datasets  was  limited  to  individuals  within 
the  Fire  Management  Bureau  and  believed  the  DSL  security 
officer  reviewed  ACF2  reports  for  unauthorized  activity.   A  Fire 
Bureau  official  indicated  he  would  also  like  to  review  the  ACF2 
reports  to  determine  who  has  accessed  the  application  and  who 
has  used  the  billing  account  number. 

The  department  should  revise  its  ACF2  security  rule  to  limit 
access  to  the  Fire  Assessment  mainframe  computer  data  and 
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billing  account  number.  The  rule  should  record  logon  activity  in 
ACF2  reports.  A  Fire  Management  Bureau  official  should 
review  ACF2  reports  in  addition  to  the  DSL  security  officer. 

In  December  1991  we  informed  department  officials  of  our 
concern  over  access  to  the  mainframe.  At  that  time  officials 
indicated  they  agreed  with  our  recommendation.   In  May  1992 
we  found  access  to  the  Fire  Assessment  application  on  the  main- 
frame had  not  changed.   Eleven  DSL  officials  with  valid  logon 
identification  numbers  and  one  ISD  programmer  still  had  access 
to  the  Fire  Assessment  datasets  and  their  activity  is  not  logged. 
Specific  ACF2  rules  should  be  written  specifying  who  can  access 
the  application  programs  and  datasets,  and  if  they  can  update 
and  run  the  program  and  data.   All  activity  performed  by 
programmers  and  the  DSL  security  officer  should  be  logged. 


Recommendation  #6 

We  recommend  the  Department  of  State  Lands,  Centralized 
Services  Division  and  Forestry  Division  implement 
procedures  to  ensure: 

A.  Access  to  the  Fire  Assessment  application  and  data, 
and  billing  account  is  limited  to  authorized 
individuals; 

B.  Logon  activity  is  recorded  on  the  ACF2  reports;  and 

C.  A  Fire  Management  Bureau  official  reviews  the  ACF2 
reports. 


Use  of  Passwords  Fire  Management  Program  officials  access  the  mainframe  Fire 

Assessment  application  through  a  PC.   Officials  access  the 
mainframe  by  entering  a  mainframe  user  identification  number, 
account  number,  and  password.   We  found  the  mainframe  pass- 
word written  in  the  Fire  Assessment  application  user  manual. 

EDP  general  controls  over  computer  applications  state  access  to 
program  documentation  should  be  limited  to  those  persons 
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requiring  it  in  the  performance  of  their  duties.   Program  docu- 
mentation contains  information  necessary  to  make  changes  to 
programs,  data  file  structures,  programmed  control  criteria,  and 
other  elements  of  computer  applications. 

Passwords  which  are  readily  available  could  allow  an 
unauthorized  person  to  gain  access  to  the  Fire  Assessment 
application.   An  unauthorized  user  could  accidentally  or 
intentionally  change  landowner  information.   Unauthorized 
changes  could  affect  system  calculations  or  individual  landowner 
assessment  fees.  During  our  audit,  we  accessed  the  mainframe 
by  using  the  password  documented  in  the  Fire  Assessment  users 
manual. 

We  informed  department  officials  of  our  concern  pertaining  to 
lack  of  security  over  passwords.  The  officials  agreed  with  our 
concern  and  indicated  they  made  procedural  changes. 


Recommendation  #7 

We  recommend  the  Forestry  Division  implement  procedures 
to  ensure  security  over  access  passwords. 


Application  Controls  We  reviewed  input,  processing,  and  output  application  controls 

over  the  PC  and  mainframe  computer  Fire  Assessment  appli- 
cations.  Input  controls  were  in  place  to  ensure  only  proper  and 
authorized  data  was  input  to  the  PC  and  mainframe.   Edits  were 
in  place  to  ensure  data  met  specific  criteria  and  any  detected 
errors  were  corrected. 

We  tested  processing  controls  by  recalculating  a  sample  of  land- 
owner assessments.  We  found  the  mainframe  computer  program 
was  correctly  calculating  the  assessments. 
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Output  controls  were  in  place  to  ensure  reports  were  properly 
distributed,  and  reports  were  reviewed  for  accuracy  and 
completeness. 


Conclusion:  Fire  Assess- 
ment Application  Infor- 
mation Reliable 


Our  review  of  computer  controls  over  the  Fire  Assessment 
application  indicates  information  generated  is  reliable  for  moni- 
toring assessment  revenue. 


Fire  Statistics  Computer 
Program 


Fire  Management  Bureau  developed  a  computer  application  to 
compile  and  summarize  fire  statistics.   Information  can  be 
gathered  by  specific  category  such  as  size,  cause  of  fire,  and 
cost.  The  program  is  on  computer  diskettes  and  distributed  to 
land  and  unit  offices. 


Unit  office  staff  post  their  fire  activity  to  the  diskette  and 
summarize  the  information  for  their  needs.   Then  they  send  the 
diskette  to  the  land  office.   Land  office  personnel  summarize 
reports  for  all  the  units  in  the  area,  and  send  the  information  to 
Fire  Management  Bureau.   Staff  in  the  Fire  Management  Bureau 
summarize  and  verify  the  information  from  fire  reports  to 
ensure  all  the  information  is  on  the  diskettes.   Fire  Management 
Bureau  staff  also  add  costing  information  to  these  reports. 

The  costing  information  is  then  sent  to  the  unit  offices.  The 
local  offices  can  choose  which  statistical  reports  they  want  to 
use,  and  which  are  relevant  to  specific  problems  in  their  area. 

Bureau  staff  develop  a  statewide  statistical  report  based  on  a  five 
year  moving  average  of  fire  statistics.  The  report  breaks  out 
expensive  fires,  and  provides  information  on  fire  suppression 
costs.   For  example,  from  1981  through  1991  DSL  spent  approxi- 
mately $21  million  on  fire  suppression.   One  fire  in  1991  alone 
cost  $1.3  million.  The  report  also  breaks  out  fire  size,  cause  of 
fire,  and  other  information  on  a  statewide  basis. 
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Conclusion:    Information 
Correctly  Input 


We  reviewed  information  input  to  the  Fire  Statistics  application 
to  determine  if  information  generated  was  reliable.   We  verified 
1991  fire  statistic  information  by  tracing  a  sample  of  original 
information  to  information  on  the  computer.   We  also  deter- 
mined information  input  was  properly  reviewed  and  approved 
before  input  to  the  computer.  Our  review  of  the  Fire  Statistics 
application  controls  indicated  information  on  the  computer  is 
correctly  input. 
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Fire  Management 
Program  Operating  as 
Described 


This  audit  focused  on  the  protection  function  of  the  Fire 
Management  Program.   Overall  we  believe  the  Fire  Management 
Program  administered  by  the  Fire  Management  Bureau  is  operat- 
ing as  described.  We  found  programs  administered  by  the  Fire 
Management  Bureau,  and  implemented  by  staff  in  the  Field 
Operations  Division,  provide  for  active  fire  protection  on 
wildlands  in  Montana.  The  Department  of  State  Lands  either 
provides  protection  to  school  trust  and  private  lands  through 
department  personnel  or  has  established  contracts  with  federal 
agencies.  Other  wildland  is  protected  by  local  government  fire 
fighting  personnel  to  which  DSL  provides  training,  equipment, 
and  other  needed  support.  The  department  follows  national 
standards  and  guidelines  pertaining  to  training,  experience,  and 
physical  fitness  requirements  of  personnel  who  fight  fires. 


We  did  note  some  concerns  with  training  and  computer  controls. 
These  included: 

a  need  to  determine  who  should  receive  fire  fighting 

training. 

lack  of  some  safety  training. 

documentation  of  fire  fighting  training  qualifications. 

controls  over  microcomputers. 

access  controls  to  the  Fire  Assessment  mainframe  computer 

program. 

The  department  indicated  they  would  address  these  concerns. 

We  found  many  areas  where  administration  of  the  program  was 
operating  as  documented  and  described  to  us.  These  areas 
include: 

pre-  and  post-season  reviews  at  the  unit  and  land  offices. 

fire  dispatch  centers. 

the  ICS  structure  on  fires. 

training  of  seasonal  fire  fighters. 

billing  procedures  for  fire  suppression  costs. 

usage  and  costs  of  state  operated  aircraft. 

Personnel  in  the  Fire  Management  Program  have  established  a 
goal  of  suppressing  95  percent  of  the  wildfires  on  land  for  which 
they  are  responsible  for  protection  at  10  acres  or  less.   We  found 
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this  goal  is  accomplished  via  the  fire  protection  activities 
administered  by  the  Fire  Management  Bureau. 
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LEGiSLATlVS  AUDITOR: 


TAPIIULSIAIIOW 


STATE  OF  MONTANA' 


(406)  444-2074 


162S  ELEVENTH  AVENUE 
HELENA.  MONTANA  59620 


November  25,  1992 


Mr.  Scott  Seacat,  Legislative  Auditor 
Office  of  the  Legislative  Auditor 
State  Capitol 
Helena,   Montana   59620 

Dear  Scott: 

Attached  is  the  Department  of  State  Lands  responses  to  the  Fire 
Management  Program  Audit  conducted  by  your  office.   We  believe 
that  this  audit  will  be  beneficial  in  helping  members  of  the 
Legislature,  as  well  as  others  interested  in  our  programs,  better 
understand  the  activities  of  the  Forestry  Division. 

We  appreciate  the  cooperation  and  courtesy  afforded  us  by  your 
staff  during  the  audit.   If  you  have  any  questions  regarding  our 
response  to  the  Forestry  Equipment  Program  Audit,  please  contact 
Tim  Murphy  at  our  Forestry  Division  office  in  Missoula. 


Sincerely, 


Dennis  D.  Casey,  Commissioner 
Department  of  State  Laiids 


Attachment 

cc:  Art ley 
Murphy 
Jahnke 


73 


"AN  EQUAL  OPPORTUNITY  EMPLOYER- 


Recommendation  #1; 

IVe  recommend   the  Department   of  State  Lands   ensure   fire 
personnel   are   trained  in  all   areas   of  fire  safety. 

Agency  Response 

We  Concur 

In  April,  1992,  Department  of  State  Lands  instituted  interim 
requirements  for  personnel  to  attend  the  "Standards  for 
Survival"  (SFS)  training  prior  to  the  1992  fire  season. 
This  was  accomplished  for  seasonal  personnel,  and  to  some 
extent,  permanent  personnel.  Forthcoming  training  standards 
will  require  that  permanent  personnel  attend  SFS  training  to 
remain  current  in  their  qualifications.  The  revised  Basics 
of  Wildland  Firef ighting  course  for  county  personnel  includes 
SFS  training. 

Formal,  standardized  requirements  are  lacking.  DSL  will 
revise  the  "Fire  Training  Standards  and  Guidelines"  (1100 
Manual)  prior  to  the  1993  fire  season.  The  standards  will 
require  all  personnel  to  attend  safety  training  every  three 
years.  An  example  is  that  if  the  SFS  training  was  attended 
in  1992,  personnel  would  not  be  required  to  attend  again 
until  1995.  New  seasonal  personnel  will  attend  SFS  training 
during  basic  firefighter  training.  Returning  seasonal,  and 
permanent  personnel  (available  for  fire  suppression  duties) 
will  attend  annual  refresher  SFS  training. 

The  workplan  for  the  Supervisor  of  the  Fire  Training  Section 
stipulates  that  the  1100  Manual  be  updated  during  fiscal  year 
1993.  The  schedule  for  the  revision  and  development  of  the 
1100  Manual  is: 

1st  draft  completed  by  1/30/93 

Fire  Bureau  Review  completed  by  2/15/93 

Review  draft  to  field  Land  Offices  by  2/22/93 

L.O.  review  returned  to  Fire  Bureau  by  3/30/93 

2nd  Draft  out  for  review  to  L.O.'s  by  4/30/93 
2nd  L.O.  review  returned  to  Fire  Bureau  by    5/30/93 

Publication  of  1100  Manual  by  6/30/93 


74 


Recommendation  #2; 

We  recommend  the  Fire  Management  Bureau  and  Field  Operations 
Division  complete  a  needs  analysis  to  provide  appropriate  fire 
training  to  personnel   available  for  fighting  fires. 

Agency  Response 

We  Concur 

Pursuant  to  the  audit  report  and  Fire  Review  2000,  a  needs 
analysis  working  team  is  being  formed.  Formation  of  the 
working  team  and  development  of  its  mission  will  be  completed 
by  December  30,  1992.  This  group  will  develop  a  process  for 
analysis  of  suppression  force  requirements  of  DSL  and 
subsequent  training  to  meet  that  need.  This  work  is 
scheduled  for  completion  by  March  30,  1993. 

NOTE:  The  results  of  this  working  tezua  will  be  a  working 
docvunent.  DSL  will  implement  the  process  for  one  year, 
critique  its  utility  and  make  appropriate  adjustments.  The 
earliest  a  viable  docxunent  and  process  could  be  available  for 
recurrent  use  would  be  April  1994;  for  qualifications  and 
certification,  and  for  training  needs  analysis  for  the 
1994-95  "training  season". 

Training  needs  analysis  will  take  two  forms: 

1.  Training  necessary  to  perform  regular  fire  job  duties. 

2.  Training  required  to  meet  targeted  functions/positions 
as  Overhead  personnel  available  for  dispatch. 

The  above  are  two  very  different  items.  This  first  is 
individual  development  to  perform  proficiently  at  the  home 
Unit  or  Land  Office  for  initial  and  extended  attack  wildfire 
incidents.  In  addition,  other  training  is  provided  to  meet 
fire  prevention  and  prescribed  fire  knowledge,  skills  and 
abilities  needs. 

Item  #2  is  to  provide  for  qualified  DSL  personnel  to  act  as 
overhead  on  DSL  and  interagency  wildfire  incidents. 

Primary  considerations  to  be  reflected  by  the  needs  analysis 
is  to  balance  fire  training  opportunity  with: 

1.  Normal  workload  and  job  responsibilities. 

2.  Availability  of  personnel  to  respond  to  wildfire 
incident  dispatch  requests. 

3.  Individual  targeted  positions  and  subsequent  training 
to  reach  the  target (s) . 
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Recommendation  #3 ; 

We  recommend  Fire  Management  Bureau: 

A.  Develop  policies  concerning  documenting  training  received  by 
season   and  local   government  fire  fighters; 

B.  Develop  a  standard  format  for  documenting  training  received 
by  seasonal   and  local   government   fire   fighters;    and 

C.  Provide   formal   guidance   to  land  and  unit   offices   concerning 
documentation  requirements . 

Agency  Response 

We  Concur 

Two  formats  are  available.  The  Redcard  Manager  computer 
program  provides  an  avenue  for  standard  documentation  for  all 
DSL  permanent  and  seasonal  personnel.  County  personnel 
advancing  past  the  Task  Force/Strike  Team  Leader  level  will 
have  records  kept  through  the  Redcard  Manager  by  DSL  field 
offices.  The  majority  of  the  county  co-operative  training 
that  is  presented  (skills  level)  will  be  recorded  using  a  PFS 
file  format  distributed  to  the  field  initially  in  1986,  and 
again  in  the  spring  of  1992. 

The  Fire  Training  Standards  and  Guidelines  (1100  Manual)  will 
detail  documentation  procedures  for  training  presented  and 
successfully  completed. 

Recommendation  #4: 

We  recommend  the  Department  of  State  Lands'  Data  Processing 
Management  Group  take  a  more  active  role  over  microcomputer  use 
by: 

A.  Updating  the  Information  Processing  Policy  manual   to  include 
all   controls  over  microcomputers;   and 

B.  Ensuring  policies   and  procedures   are   communicated  and 
implemented    within    Forestry    Division    and    Field    Operations 
Division. 

Agency  Response 

We  Concur 

The  Department's  Centralized  Management  Division  is 
addressing  these  recommendations  to  ensure  a  more  active  role 
by  the  Data  Processing  Management  Group  and  will  be  providing 
a  revised  Information  Processing  Policy  manual  to  all 
divisions. 
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Recommendation  #5: 

We  recommend  the  Department  of  State  Lands  document  and  test 
backup  and  recovery  procedures  for  the  mainframe  computer  Fire 
Assessments  application. 

Agency  Response 

We  Concur 

The  Department's  Centralized  Management  Division  is 
proceeding  with  this  recommendation.   Please  reference 
attached  memo  dated  October  7,  1992  regarding  "Fire 
Protection  Assessment  -  Data  Processing  Technical  Support". 
Centralized  Management  Division  will  test  the  backup  and 
recovery  procedures  prior  to  any  requests  for  the  revised 
1993  assessment  data  by  the  Assessment  Program  Manager  . 


Recommendation  #6; 

We  recommend  the  Department  of  State  Lands,   Centralized  Services 
Division  and  Forestry  Division  implement  procedures   to  insure: 

A.  Access    to    the    Fire    Assessments    application    and    data,     and 
billing  account  is  limited  to  authorized  individuals; 

B.  Logon  activity  is  recorded  on   the  ACF2  reports;   and 

C.  A  Fire  Management  Bureau   official   reviews   the  ACF2   reports. 
Agency  Response 

We  Concur 

These  recommendations  have  been  implemented.  A  listing  of 
authorized  individuals  having  access  to  the  mainframe 
assessments  application  and  data,  and  billing  account  will  be 
provided  to  the  Assessment  Program  Manager  by  the  Centralized 
Services  Division.  Logon  activity  is  being  recorded  with 
reports  provided  to  the  Assessment  Program  Manager  for 
review.  Authorized  individual  names  will  be  compared  with 
names  on  ACF2  reports  by  the  Assessment  Program  Manager  for 
indications  of  un-authorized  access. 
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Recommendation  #7 ; 

We  recommend  the  Forestry  Division  implement  procedures  to 
ensure  security  over  access  passwords. 

Acrency  Response 

We  Concur 

The  access  control  has  been  taken  care  of  by  removal  of  the 
passwords  from  the  Fire  Assessment  Program  "1300"  Manual  and  the 
creation  of  new  passwords.  A  sealed  envelope,  containing  a  copy 
of  the  document  listing  the  new  passwords,  has  been  placed  in  a 
locked  file  within  the  main  Forestry  Division  Administrative 
offices.  The  individuals  authorized  to  access  this  envelope  are 
the  Fire  Management  Bureau  Chief,  Fire  Suppression  Section 
Supervisor,  Fire  Assessment  Program  Manager,  and  the  Information 
Systems  Specialist.  The  Assessment  Program  Manager  does  not 
maintain  a  written  copy  of  the  passwords  in  his  office  but 
relies  on  his  memory  for  access.  These  are  the  only  passwords 
maintained  at  the  Forestry  Division  level  for  access  to  the 
assessment  data  base. 
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HELENA,  MONTANA  S9620 


Fire  Protection  Assessment-  Data  Processing  Technical 
Support 


The  following  is  a  summary  of  technical  support  responsibilities 
for  the  Fire  Protection  Assessment  system  as  determined  at  the 
October  5,  1992  meeting  in  Missoula. 


PERSONAL  COMPUTER  (PC)  /  LOCAL  AREA  NETWORK  (LAN)  SUPPORT 


Network  Management 
LAN-to-PC  downloads 
PC-to-LAN  uploads 
Problems  with  Backups 
User's  Manual  Changes 

Software  maintenance 


Jeff  Brauer  -  primary  support 
Bob  Auer    -  secondary  contact 


Until  Jeff  becomes  comfortable  with 
the  system  design  and  program  code, 
arrangements  should  be  made  with 
Noel  Weaver  to  provide  primary 
support.   Jeff  Brauer  is  to  be 
apprised  of  the  situation  before 
Noel  is  contacted,  and  will  serve 
as  liaison  for  DSL. 


TELECOMMUNICATIONS 


Mainframe  access 
LAN-to-Mainframe  uploads 
Mainframe-to-LAN  downloads 


Jeff  Brauer  -  primary  support 
Bob  Auer    -  secondary  contact 
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MAINFRAME 

Master  File  Updates 

Fee  Calculations 

Postings 

Report  Generation 

Security 

User's  Manual  Changes 

Backups 


Enhancements 


Wally  Jankowski  -  primary  support 
Bob  Auer        -  secondary  contact 


Database  Administration,  ISD,  Dept. 
of  Administration  has  responsibili- 
ty for  periodic  mainframe  database 
backups  and  daily  transaction 
journalling.  Problems  with  back- 
ups/ journalling  should  be  referred 
to  Wally  Jankowski,  who  will  con- 
tact ISD. 

DSL  has  contracted  with  the  Assis- 
tance &  Support  Bureau  (ASB) ,  ISD, 
for  mainframe  software  maintenance 
(enhancements) . 

Wally  Jankowski  is  the  DSL-ASB 
contact  person:  he  will  sign  and 
submit  all  enhancement  requests  and 
must  approve  all  ASB  work  before 
enhancements  are  placed  in  "produc- 
tion" status. 


OTHER  DP  CONSIDERATIONS: 

To  avoid  misinformation,  questions  from  auditors  requesting  FPA 
System  information  of  a  technical/DP  nature  should  be  referred  to 
the  DP  staff  for  answering. 
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APPENDIX  A 

Office  of  the  Legislative  Auditor 

FIRE  TRAINING  EVALUATION 

Permanent  Employees 

Questionnaires  were  sent  to  a  random  sample  of  84  permanent 
employees  in  the  Forestry  and  Field  Operations  Divisions,  Department 
of  State  Lands.  Approximately  87  percent  of  the  people  responded. 
Comments  were  requested  on  many  questions.  Written  comments  were 
numerous  and  varied,  and  are  not  listed  in  this  appendix.  NR 
indicates  the  person  did  not  respond  to  the  question. 

1.     Do  you  participate  in  fire  fighting  and  the  fire  training 
program? 


61 


Yes 


12 


No 


It  is  not  necessary  for  you 
to  complete  the  rest  of  the 
questions.  Please  make  any 
comments  regarding  why  you  do 
not  participate  in  the  space 
provided  in  question  #  22. 


Have  you  had  the  opportunity  to  work  in  your  qualified 
position(s)  in  order  to  maintain  your  qualif ication(s) ? 


41 


25 


Yes 

No 


What  percentage  of  your  job  time  is  spent  on  fire  duties 
(including  training  and  fire  fighting)? 


16    less  than  5% 
21    less  than  25% 


15 


less  than  50% 
more  than  50% 


10   Fire  duties  are  not  part  of  my  normal  job  duties.   I 
only  perform  fire  functions  as  needed  during  fire 
season. 
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Does  working  in  the  ICS  positions  interfere  with  your  regular 
DSL  job  duties? 

26   No 


35 Yes 


Do  you  believe  you  have  to  make  a  choice  between  your  regular 
duties  and  fire  training? 

45    No 


17   Yes 


6.  Have  you  worked  for  any  other  fire  fighting  organization? 

30  No 

31  Yes 

TRAI»I»G  RECEIVED 

7.  Is  there  enough  opportunity  in-state  for  overhead  training  for 
you  to  prepare  yourself  for  the  job  you  need  or  want  to  do? 

34   Yes 
25   No 

8.  Did  you  ask  for  training  you  are  not  currently  receiving? 

33   No 
29   Yes 
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Were  these  safety  areas,  which  are  part  of  Standards  for 
Survival  training,  followed  on  fire  situations  during  the  1991 
fire  season?   Please  answer  yes  or  no  for  each  one. 


Carrying  fire  shelters 
Proper  fire  gear 

Hard  hats  worn 

Boots  worn 
Escape  routes  identified 
Safety  zones  identified 
Vehicle  pointed  away  from  fire 
Carry  tools  facing  down 
Adequate  rest 


Yes 

41 

No 
3 

No 
Opinion 

1 

42 

1 

1 

42 

1 

1 

37 

3 

3 

37 

2 

4 

35 

1 

6 

39 

0 

4 

34 

8 

2 

If  you  answered  no  to  any  of  the  above  safety  areas,  what  agency  was 
responsible  for  fire  suppression? 


12  Department  of  State  Lands 

5  U.S.  Forest  Service 

4  County 

3  Other 


10. 


Did  the  formal  training  you  received  relate  to  work  you 
performed  this  summer? 


44 


Yes 


12 


No 


How  did  the  training 
apply?  (check  all  that 
apply) 

38    I  knew  how  to  do  the 
work. 

38   I  understood  the 
requirements  of  ray 
position  on  the  fire. 

37    I  knew  what  to 
expect  of  people  in  other 
positions . 

37    I  understood  where 
my  position  fit  in  to  the 
ICS  structure. 
5   Other 


Why  did  the  training  not 
apply?  (check  all  that 
apply) 

3    I  was  not  able  to 
use  skills  I  learned. 

10    I  did  not  work  in 
the  position  for  which  I 
was  trained  this  fire 
season. 

2    I  did  not  learn 
skills  in  training  which  I 
needed  on  fires. 

2    I  worked  on  jobs  I 
was  not  trained  for. 

0    Other 
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EFFECnVENBSS 


11. 


Were  subjects  presented  in  such  a  manner  so  you  were  able  to 
understand  them? 


59    Yes 


_0 No 


12.    Have  you  received  any  training  solely  through  DSL? 
50   Yes  10   No 


If  yes,  please  rate  the 
effectiveness  of  DSL  fire 
training. 


If   no,   please   skip 
question  13. 


Category 

Instructor 
presentation 

Usefulness  of 

information 

presented 

Exams/field 
testing  of 
skills  learned 

Applicability 
to  your  job 
within  the 
organization 


Somewhat  Not  Very  Not  at  all    No 
Effective  Effective  Effective  Effective   Opinion  NR 


33 


21 


23 


16 


22 


34 


12 


23 


24 


25 


23 
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13.    Please  rate  the  general  effectiveness  of  interagency  training 
courses  from  your  perspective. 


Category 


Somewhat  Not  Very   Not  at  all     No 
Effective  Effective  Effective  Effective   Opinion  NR 


Formal  class- 
room lectures 
and  discussion 


15 


35 


18 


Formal  field 
training  and 
exercises 


19 


24 


21 


Usefulness  of 

information 

presented 


25 


26 


Exams/field 
testing  of 
skills  learned 


14 


25 


14 


18 


Applicability 
to  your  job 
within  the 
organization 


19 


22 


11 


0 


19 


14.  When  your  performance  was  evaluated  on  a  fire  or  you  received 
"needs  for  improvement"  comments  from  your  supervisor,  did  you 
or  the  evaluator  make  suggestions  for  additional  training  to 
improve  your  skills? 


11 


Yes 


13 


34 


No 

No  fire  attended  this  year 

No  needs  identified 


15.    Which  of  the  following  areas  do  you  believe  are  your  priority 
during  fire  season?   Please  rank  from  1  to  3 . 


NR 

1 

2 

3 

17 

23 

27 

6 

21 

5 

12 

35 

15 

37 

13 

7 

63 

2 

5 

3 

Fighting  fires 

Training 

Normal  Job  Duties 

Other 
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APPENDIX  B 

Office  of  the  Legislative  Auditor 

FIRE  TRAINING  EVALUATION 

Seasonal  Fire  Workers 

Questionnaires  were  sent  to  a  random  sample  of  130  seasonal 
employees  in  the  Field  Operations  Division,  Department  of  State 
Lands.  Approximately  57  percent  of  the  people  responded.  Comments 
were  requested  on  many  questions.  Written  comments  were  numerous 
and  varied  and  are  not  listed  in  this  appendix.  NR  indicates  the 
person  did  not  respond  to  the  question. 

CCRREST  VORK  POSITIONS 

1.     Which  of  the  following  positions  are  you  trained  for?  (Please 
check  all  that  apply.) 

59  Firefighter  24  Squad  Leader 

15  Crew  Boss  31  Helitack 

15  Lookout  3  Observer 

8  Foreman  0  Pilot 

15  Emergency  Firefighter    19  Radio  Operator 

7  Dispatcher  0  Fuel  Truck  Driver 

4  Helicopter  Manager 


Which  of  the  following  positions  did  you  have  the  opportunity 

to  work  in?   Please  place  a  #1  next  to  your  primary  job,  and 
check  all  others  that  apply. 

61   Firefighter  29  Squad  Leader 

16   Crew  Boss  28  Helitack 

18   Lookout  5  Observer 

8  Foreman  0  Pilot 

9  Emergency  Firefighter    19  Radio  Operator 

10   Dispatcher  1  Fuel  Truck  Driver 

7   Helicopter  Manager 


How  many  seasons  have  you  worked  for  the  Department  of  State 
Lands  in  the  seasonal  program? 

22    this  is  my  first  season 

26    2  to  3  seasons  12    6  to  10  seasons 


11   4  to  5  seasons  3   more  than  10  seasons 
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Have  you  worked  for  any  other  fire  fighting  organization? 


44   No 
29   Yes 


fRAlNING  RECEIVED 


For  the  purposes  of  this  section  we  will  refer  to  the 
following  types  of  training. 

Formal/organized  classroom  training. 
Formal/organized  field  training  -  such  as  field 
day  during  basic  training  or  group  training 
received  at  the  unit  office. 

On  the  job  training  -  received  from  co-workers 
or  supervisor  during  an  actual  fire  situation. 


1 
2 


What  type  of  formal  training  (classroom  and  field)  did  you 
receive  this  year?  (Check  all  that  apply.) 

30  Basic  (Guard)  School  30  Water  Handling 

14  Squad  Leader  48  Helicopter  Operations 

2  Senior  Squad  Leader  0  Foreman 

10  Lookout  22  Prevention 

42  Fire  Shelters  41  Radio  Use 

42  Fireline  Construction  48  Maps  &  Compasses 
46  Driver  Training  15  Fire  Investigation 
36  First  Aid  34 CPR 

43  Water  Handling  38  Chainsaw  Use 
41  Initial  Attack  Procedures 

29   Hazardous  Materials  Awareness 
4   No  formal  training  received 

Was  this  training  provided  by:  (check  one) 

50   Department  of  State  Lands- ->   51 Unit  Office 


25 Area  Office 

9   Division  Office 


U.S.  Forest  Service 


19   Both  Department  of  State  Lands  and  U.S.  Forest  Service 

6.     Which  part  of  the  training  did  you  believe  was  most  useful? 
(check  one) 

1   Formal  Classroom 
13    Formal  Field 
57    Combination  of  classroom  and  field 
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Did  formal  training  prepare  you  for  the  job  you  were  required 
to  do? 

61   Yes 
8   No 


Did  formal  training  provide  enough  "hands  on"  working  with 
equipment  and  tools  to  prepare  you  for  the  job  you  were 
required  to  do? 


54   Yes 
14   No 


9.     Did  you  ask  for  training  you  are  not  currently  getting? 


56   No 
13 Yes 


10. 


How  many  hours  did  you  spend  per  week  in  training  after  July 

1? 


11   0-1  hours 
14   2-3  hours 


11   4-5  hours 


36   More  than  5  hours 


11.    Did  the  formal  training  you  received  relate  to  work  you 
performed  this  suimner? 


59   Yes 


5 No 


How  did  the  training 
apply?  (check  all  that 
apply) 

55  I  knew  how  to  do  the 
work. 

56  I  understood  the 
directions  given  by  my 
supervisor. 

55    I  knew  how  to  use 
tools . 

51    I  knew  how  to  use 
water. 

53   1  knew  the  require- 
ments of  my  job  on  fires. 
7   Other 


Why  did  the  training  not 
apply?  (check  all  that 
apply) 

2    I  was  not  able  to 
use  skills  I  learned. 

1  I  did  not  work  in 
the  position  for  which  I 
was  trained  this  fire 
season. 

0   I  did  not  learn 
skills  in  training  which  I 
needed  on  fires. 

2  I  worked  on  jobs  I 
was  not  trained  for. 

3  Other 
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12.    Did  formal  training  help  you  learn: 

Please  place  checkmarks  in  the  Yes  column  if  formal  training 
(classroom  or  field)  taught  you  these  skills.  Place  a 
checkmark  in  the  No  column  if  formal  training  did  not  teach 
you  these  skills. 

Yes        _         No 


Use  of  hand  tools 
Walking  safely  with  tools 
Survival  techniques 
Identification 

of  escape  routes 
Deployment  of  fire  shelter 
Fire  behavior 
Radio  use 
Use  of  water 
Use  of  pumps  &  hoses 
Suppression  tactics 
Chainsaw  use 
Mopup  tactics 
Helicopter  operations 

If  you  did  not  learn  these  skills  in  formal  training,  did  you 
learn  them  on  the  job? 


Classroom 
18 

Field 

56 
49 
26 

36 
48 
32 
36 
53 
53 
37 
52 
45 
56 

5 

24 

4 

39 
48 

11 
3 

36 

2 

49 

5 

51 

4 

28 

3 

21 

5 

40 

7 

22 

6 

27 

8 

46 

3 

21 


Yes 


No 


13.  Were  these  safety  areas  reviewed  in  training  followed  on  fire 
situations  (in  general)?  Please  answer  yes  or  no  for  each 
one. 


Yes 


No 


Carrying  fire  shelters  61 

Proper  fire  gear 

Hard  hats  worn 

Boots  worn 
Escape  routes  identified 
Safety  zones  identified 
Vehicle  pointed  away  from  fire 
Carry  tools  facing  down 
One  hour  sleep  for  two  hours  work 

If  you  answered  no  on  any  of  the  above  safety  areas,  what 
agency  was  responsible  for  the  fire? 


62 

3 

61 

3 

58 

6 

57 

7 

59 

6 

60 

5 

29 

32 

24 


11 


Department  of  State  Lands 

U.S.  Forest  Service 

2 County 

1   Other 
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14.    Do  you  supervise  other  fire  fighters? 
32   Yes > 


42   No 


Do  you  take  the  initiative  to  train 
people  you  supervise  in  skills  they 
lack? 


32 


Yes 
No 


Did  you  notify  your  superior  of  areas 
where  your  crew  needs  training? 


30 


Yes 
No 


15. 


IFFECTIVENESS 

In  the  following  areas,  please  rate  the  effectiveness  of  fire 
training  you  received  this  year. 


Category 

Instructor 
presentation 

Usefulness  of 

information 

presented 

Exams/field 
testing  of 
skills  learned 

Applicability 
to  your  job 
within  the 
organization 

On-the-job 
training 


Somewhat  Not  Very  Not  at  all   No 
Effective  Effective  Effective  Effective   Opinion  NR 


35 


36 


28 


42 


52 


23 


28 


28 


22 


16.    Were  subjects  presented  in  such  a  manner  so  you  were  able  to 
understand  them? 


69 


Yes 


No 
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17.  When  your  performance  was  evaluated  on  a  fire  or  you  received 
"needs  for  improvement"  comments  from  your  supervisor,  did  you 
or  the  evaluator  make  suggestions  for  additional  training  to 
improve  your  skills? 

28   Yes  32    No 

18.  Please  rate  the  general  effectiveness  of  the  Department  of 
State  Lands'  seasonal  training  program  from  your  perspective. 

Somewhat  Not  Very  Not  at  all   No 
Category       Effective  Effective  Effective  Effective   Opinion  NR 

Formal  class- 
room lectures 
and  discussion    28 35 4 1 1      5 


Formal  field 
training  and 
exercises         55 11 

Usefulness  of 

information 

presented         42        24 

Exams/field 

testing  of 

skills  learned    36        21 


Applicability 

to  your  job 

within  the 

organization      46 21 0 1 2      4 

On-the-job 

training  53 11 0 0 4     _6 

19.    Which  of  the  following  areas  do  you  believe  are  your  priority 
during  fire  season?   Please  rank  from  1  to  3 . 

NR  I   1  I   2  I   3 


8  I  49  I  12  I   5   Fighting  fires 
10  I  12  I  45  I   7   Training 

9  I   6  I   5  I  54   Project  work 
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FIRE  TRAINING  EVALUATION 

County  Cooperative  Training 

Questionnaires  were  sent  to  a  random  sample  of  186  people  who  had 
received  wildland  fire  fighting  training  from  the  Department  of 
State  Lands.  Approximately  62  percent  of  the  people  responded. 
Comments  were  requested  on  many  questions.  Written  comments  were 
numerous  and  varied,  and  are  not  listed  in  this  appendix.  NR 
indicates  the  person  did  not  respond  to  the  question. 

CURREHT  WORK  POSITIONS 

1.     Which  of  the  following  wildland  fire  fighting  positions  are 
you  trained  for?   (Please  check  all  that  apply.) 

101   Fire  fighter  12    Squad  Leader 

25   Strike  Team  Leader 


11   Other  ICS  Positions 

2.  What   are   your   structural   fire   fighting  qualifications? 
(Please  check  all  that  apply.) 

34   NFPA  Fire  fighter  I      20   NFPA  Fire  fighter  III 
13   NFPA  Fire  fighter  II 
21   Other 

3.  What  type  of  fire  department/organization  are  you  affiliated 
with? 

92   Volunteer  6   Paid 


_0 Military  4   Private  fire  service 


12   Combination  paid/volunteer 
5   Other 


How  many  years  have  you  been  a  structural  fire  fighter? 
6    this  is  my  first  year 


15  2  to  3  years  25  6  to  10  years 

19   4  to  5  years  36  more  than  10  years 

How  many  years  have  you  been  involved  in  wildland  fire 
fighting? 

12   this  is  my  first  year 

16  2  to  3  years  22  6  to  10  years 

26   4  to  5  years  38  more  than  10  years 
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Does  your  department  participate  through  DSL  in  providing  fire 
fighters  and/or  equipment  to  suppress  DSL,  federal,  or  other 
county  fires? 

106   Yes  6   No 

IStAINtHG  KECEIVED 

Which  DSL  training  courses  have  you  attended?  (Please  check 
all  that  apply. ) 

106  Basic  Wildland  Fire  Fighter 

68  Intermediate  Wildland  Fire  Fighter 

7  Advanced  Wildland  Fire  Fighter 

3  I  have  not  attended  any  courses 

9  Other 


8.     Have  you  received  wildland  fire  fighting  training  from  any 
organization  other  than  DSL? 


76 No 


38   Yes 


Did  you  receive  credit  or 
certification? 

37   Yes 

10   No 


Which  part  of  the  training  did  you  believe  was  most  useful? 
(check  one) 

11    Formal  Classroom 
3   Formal  Field 


97    Combination  of  classroom  and  field 


10.  Did  formal  training  provide  enough  "hands  on"  working  with 
equipment  and  tools  to  prepare  you  for  the  job  you  were 
required  to  do  in  wildland  fire  fighting? 

39   Yes 

23   No,  some  "hands  on"  training  was  offered  but  it  was 

not  enough 
48   No,  "hands  on"  field  training  was  not  a  part  of  the 

course 

11.  Did  formal  wildland  training  prepare  you  for  the  job  you  were 
required  to  do  in  wildland  fire  fighting? 

101   Yes 
8   No 
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12.  Did  you  ask  for  training  you  are  not  currently  getting? 

93   No 
19   Yes 

13.  Do  you  have  difficulty  attending  needed  or  desired  training 
due  to  conflicts  with  your  regular  job  and/or  time  involved? 

61   No 


53   Yes  - ►   43   Conflicts  with  regular  job 

(check  one  or  both)     25   Time  involved 

14.    Would  your  department  be  willing  to  provide  and  support 
certified  wildland  instructors? 

43   Yes 


7 No 


64   Don ' t  know 


15.    Did  formal  training  help  you  learn: 

Please  place  checkmarks  in  the  Yes  col\imn  if  formal  training 
(classroom  or  field)  taught  you  these  skills.  Place  a 
checkmark  in  the  No  column  if  formal  training  did  not  teach 
you  these  skills. 

Yes No 

Classroom   Field 

Use  of  hand  tools  76  33  22 

Incident  command  organization 

and  terminology  108  21  2 


Walking  safely  with  tools  75  27  22 

Survival  techniques/skills  96  22  10 
Identification 

of  escape  routes  93  17  11 

Deployment  of  fire  shelter  76  23  28 

Fire  behavior  105  24        6 


Radio  use  69  34  29 
Use  of  water/pumps  &  hoses  63  46  29 
Line  construction  89  29        8 


Suppression  strategy  102  25        6_ 

Chainsaw  use  31  22  59 

Mopup  tactics  88  33  10 

Air/Helicopter  operations  58  13  43 
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16.  Does  your  organization  provide  wildland  protective  gear  such 
as  Nomex  clothing,  hardhats ,  gloves,  leather  boots,  and  fire 
shelters? 


79 


33 


Yes 
No 


What  percentage  of  the  time 
do  you  use  them? 

16  0-25%     3_  25-50% 

75-100% 


50-75% 


56 


17    Does  your  organization  require  you  to  pass  a  physical  fitness 
test  to  fight  fire,  either  structural  or  wildland? 

86   No 

10   Yes,  Structural  12   Yes,  Wildland 

9   Yes,  both  Structural  and  Wildland 


18.    Do  you  believe  fire  fighters  should  be  required  to  pass  a 
physical  fitness  test  in  order  to  fight  wildland  fires? 


80 


35 


Yes 
No 


Which  test? 
33  Running 
59   Step  test 
11   Other 


19. 


20. 


The  Department  of  State  Lands  requires  minimum  training  to  be 
hired  as  an  emergency  fire  fighter.  Does  your  organization 
require  minimum  training  for  its  fire  fighters? 


73 


Yes 


37 


No 


Were  these  safety  areas  reviewed  in  training  followed  on  fire 
situations  (in  general)?  Please  answer  yes  or  no  for  each 
one. 


Yes 


No 


Carrying  fire  shelters 
Proper  turnout  gear/fire  gear 

Hard  hats  worn 

Boots  worn 
Escape  routes  identified 
Safety  zones  identified 
Vehicle  pointed  away  from  fire 
Carry  tools  facing  down 
Adequate  rest 


76 


97 


97 


90 


90 


91 


86 


31 


12 


17 


17 


16 


18 
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21.    If  you  answered  no  on  any  of  the  safety  areas  mentioned  in 
question  20,  what  agency  was  responsible  for  the  fire? 


15   Department  of  State  Lands 
7   U.S.  Forest  Service 

County 
6 Other 


15 


EmcriVEHESl 

22.  In  the  following  areas,  please  rate  the  effectiveness  of 
wildland  fire  training  you  received  from  the  Department  of 
State  Lands. 


Category 


Effective 


Somewhat 
Effective 


Not  Very 
Effective 


Not  at  all 

Effective 


No 
Opinion   NR 


Instructor 
presentation 


84 


17 


0 10 


Usefulness  of 

information 

presented 


83 


20 


0 10 


Practical 
exercises  and 
classroom 
exams 


69 


28 


_0 10 


Field 

testing  of 
skills  learned 


30 


19 


22 


26 


19 


Applicability 
to  your  work 


62 


29 


12 


Training 
materials 
(books , 
visual  aids) 


75 


28 


10 


23. 


Were  subjects  presented  in  such  a  manner  so  you  were  able  to 
understand  them? 


106   Yes 


No 


Page  C 


APPENDIX  D 

Office  of  the  Legislative  Auditor 

FIRE  TRAINING  EVALUATION 

County  Fire  Wardens 

Questionnaires  were  sent  to  the  fire  wardens  in  47  counties  which 
participate  in  the  State-County  Cooperative  Fire  Protection  Program. 
Approximately  68  percent  of  the  people  responded.  Comments  were 
requested  on  many  questions.  Written  comments  were  numerous  and 
varied,  and  are  not  listed  in  the  appendix.  NR  indicates  the  person 
did  not  respond  to  the  question. 

CCRRERT  WORK  POSITIONS 

1.     Which  of  the  following  wildland  fire  fighting  positions  are 
you  trained  for?   (Please  check  all  that  apply.) 

20  Fire  fighter  8   Squad  Leader 

10  Strike  Team  Leader 

5  None,  I  fill  an  advisory  position  only 

8  Other  ICS  Positions 


What   are   your   structural   fire   fighting  qualifications? 
(Please  check  all  that  apply.) 

5   NFPA  Fire  fighter  I       7   NFPA  Fire  fighter  III 


_4 NFPA  Fire  fighter  II 

_7 None,  I  fill  an  advisory  position  only 

9    Other 


What  type  of  fire  department/organization  are  you  affiliated 
with? 

26   Volunteer  1   Paid 


_1 Military  1   Private  fire  service 

_3 Combination  paid/volunteer 

6 Other 


How  many  years  have  you  been  a  structural  fire  fighter? 
1    this  is  my  first  year 


_1 2-3  years  3   6-10  years 

_0 A- 5  years  22   more  than  10  years 


_6 None,  I  fill  an  advisory  position  only 
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How  many  years  have  you  been  involved  in  wildland  fire 
fighting? 


_2 this  is  my  first  year 

_1 2-3  years 

.3 4-5  years 


18 


5 6-10  years 

more  than  10  years 


_4 None,  I  fill  an  advisory  position  only 


Does  your  county  participate  through  DSL  in  providing  fire 
fighters  and/or  equipment  to  suppress  DSL,  federal,  or  other 
county  fires? 


30 


Yes 


No 


fKAlHIKG  REC£IVEO 

Which  DSL  training  courses  have  you  attended?   (Please  check 
all  that  apply. ) 

23  Basic  Wildland  Fire  Fighter 

19  Intermediate  Wildland  Fire  Fighter 

6  Advanced  Wildland  Fire  Fighter 

7  I  have  not  attended  any  courses 
6  Other 


Have  you  received  wildland  fire  fighting  training  from  any 
organization  other  than  DSL? 


21 


10 


No 
Yes 


Did  you  receive  credit  or 
certification? 

k        Yes 

5   No 


9. 


Which  part  of  the  training  do  you  believe  is  most  useful? 
(check  one) 


_1 Formal  Classroom 

2 Formal  Field 


26   Combination  of  classroom  and  field 

10.  Did  formal  training  provide  enough  "hands  on"  working  with 
equipment  and  tools  to  prepare  you  for  the  job  required  for 
wildland  fire  fighting? 


6 Yes 


10  No,  some  "hands  on"  training  was  offered  but  it  was 
not  enough 

11  No,  "hands  on"  field  training  was  not  a  part  of  the 
course 
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11.    Did  formal  wildland  training  prepare  you  for  the  job  required 
in  wildland  fire  fighting? 

22   Yes 
7   No 


12.    Did  you  ask  for  training,  for  you  or  any  of  your  county  fire 
fighters,  you  are  not  currently  getting? 


_22 No 

11   Yes 


13.  Do  you  have  difficulty  attending  needed  or  desired  training 
due  to  conflicts  with  your  regular  job  and/or  time  involved? 

10   No 

18   Yes  ►   16   Conflicts  with  regular  job 

(check  one  or  both)      8   Time  involved 

14.  Would  your  county  be  willing  to  provide  and  support  certified 
wildland  instructors? 

18   Yes 


_0 No 


11   Don ' t  know 

15.    Did  formal  training  help  you  learn: 

Please  place  checkmarks  in  the  Yes  column  if  formal  training 

(classroom  or  field)  taught  you  these  skills.  Place  a 
checkmark  in  the  No  coltimn  if  formal  training  did  not  teach 
you  these  skills. 

Yes No 

Classroom  Field 

Use  of  hand  tools              16  13 3 — 

Incident  command  organization 

and  terminology           22  ^        1 — 

Walking  safely  with  tools       16  1                   3 — 

Survival  techniques/skills      18  k                   5 — 

Identification 

of  escape  routes          19  3        3 

Deployment  of  fire  shelter      16  5        5 

Fire  behavior                  24  3 0 — 

Radio  use                      18  6 —      4 — 

Use  of  water/pumps  &  hoses      18  H        3 — 

Line  construction  19        10 2 — 

Suppression  strategy            21  3 

Chainsaw  use                    5  7 — 

Mopup  tactics                  18  9 

Air/Helicopter  operations       13  1 


13 
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16.  Does  your  county  provide  wildland  protective  gear  such  as 
Nomex  clothing,  hardhats ,  gloves,  leather  boots,  and  fire 
shelters? 


15 


15 


Yes 
No 


What  percentage  of  the  time 
do  you  use  them? 

1_  0-25%     l_   25-50% 

4   50-75%     14   75-100% 


17    Does  your  county  require  fire  fighters  to  pass  a  physical 
fitness  test  to  fight  fire,  either  structural  or  wildland? 


24   No 
1   Yes,  Structural 


Yes,  Wildland 


Yes,  both  Structural  and  Wildland 


18.    Do  you  believe  fire  fighters  should  be  required  to  pass  a 
physical  fitness  test  in  order  to  fight  wildland  fires? 


22 


Yes 
No 


Which  test? 

7 

Running 

20 

Step  test 

0 

Other 

19.  The  Department  of  State  Lands  requires  minimum  training  to  be 
hired  as  an  emergency  fire  fighter.  Does  your  county  require 
minimum  training  for  its  fire  fighters? 


17 


Yes 


14 


No 


20.  Were  these  safety  areas  reviewed  in  training  followed  on  fire 
situations  (in  general)?  Please  answer  yes  or  no  for  each 
one. 


Carrying  fire  shelters 
Proper  turnout  gear/fire  gear 

Hard  hats  worn 

Boots  worn 
Escape  routes  identified 
Safety  zones  identified 
Vehicle  pointed  away  from  fire 
Carry  tools  facing  down 
Adequate  rest 


Yes 


11 


20 
19 
20 
20 
22 
23 
20 


No 
13 
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21.    If  you  answered  no  on  any  of  the  safety  areas  mentioned  in 
question  20,  what  agency  was  responsible  for  the  fire? 


10 


Department  of  State  Lands 
U.S.  Forest  Service 
County 
Other 


22.  In  the  following  areas,  please  rate  the  effectiveness  of 
wildland  fire  training  you  received  from  the  Department  of 
State  Lands. 


Cateporv 

Instructor 
presentation 

Effective 
20 

Somewhat 
Effective 

6 

Not  Very 
Effective 

0 

Not  at  all 
Effective 

0 

No 
Opinion 

0 

Usefulness  of 

information 

presented 

20 

6 

0 

0 

0 

Practical 
exercises  and 
classroom 
exams 

15 

8 

3 

0 

0 

Field 

testing  of 
skills  learned 

4 

9 

3 

3 

4 

Applicability 
to  your  work 

Training 
materials 
(books , 
visual  aids) 

16 

6 

2 

0 

2 

19 

6 

1 

0 

0 

NR 


23.    Were  subjects  presented  in  such  a  manner  so  you  were  able  to 
understand  them? 


26 


Yes 


No 
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